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1. lles1n ocBOEHUA AUCIHUILIAHBI

Hemn ocBoenus mucuurummbbl «[IporpammHo-anmapatHbie cpenctBa obecrnieuenus Hb»
aBisieTcss (opMUpOBaHHE Yy CTYICHTOB 3HAaHMH M YMEHUH TIO 3alIUTE KOMIIBIOTEPHOU
uHpopmanuu, o0padaTbiBaeMON M XpaHUMON B COBPEMEHHBIX aBTOMAaTH3UPOBAHHBIX CHCTEMax
(AC), oT HEIPaBOMEPHOTO JIOCTYIIA, IIEPEXBaTa U Pa3pyIIAONIEro IPOrPaMMHOTO BO3ICHCTBYS,
Ha OCHOBE IIPUMEHEHUS COBPEMEHHBIX IIPOrPaMMHO-aNIapATHBIX CPEICTB.

[IpuobpeTenHbie 3HaHUS TIO3BOJIAT CTYIEHTAM BBIMOJIHATH 33/1a4H MO MPOCKTHPOBAHUIO H
pa3paboTke  TpPOrpaMMHO-aNIapaTHBIX  CPEACTB  3AIIUTHl  MHPOPMALMH,  PABUIBHO
OPUEHTUPOBATHCS B MHOTOOOPa3uu BBIITYCKAEMbIX U MPEUIaraéMblX CPeJICTB MHPOPMALIMOHHON
3a1UThl, 0O0CHOBAHHO BBIOMPAThH T€ U3 HUX, KOTOPbIE OTBEYAIOT TPEOOBAHUAM, IPEABABIIIEMbIM
K 3amure MH(OpMalUd B KOHKPETHOM aBTOMATH3MPOBAHHOM CHUCTEME, a TaKKe OIIEHHWBATH
3¢ deKTUBHOCTh O€30MMaCHOCTH NH(OPMALIMOHHBIX TEXHOJIOTHI.

3agaum NoJIydeHHE YJaIMMHCS 0a30BbIX 3HAHUHM O MPOIIECCE U METOJAaX HCIOJIb30BAHUS
MIPOrpaMMHO-aNMapaTHBIX CPEJICTB [Tl oOecreueHrss HHPOPMaIMOHHOM 0€30MMacHOCTH .

2. MecTo aucuunanHbl B cTpykrype OIl

Hucuunnuna «IIporpamMmmHo-anmnapatHble cpeicTBa oOecrneueHus HH(OPMALUMOHHON
0ezomacHocTr» st Hampaenerus moarotoBku 10.05.02 — wmapopmManmonHas 6e30macHOCTH
TEIEKOMMYHUKAIIMOHHBIX CHCTEM OTHOCUTHCA K JUCHHUIUIMHAM 0a30BOM dacTh OJIoKa
mucrumne (Moaynei) (b1.5.11) npodeccrnoHanbHOTO 1HUKIIA.

JIst ocBOGHUS TaHHOM JUCIUIUTMHBI, HEOOX0 MO 00J1a1aTh 0a30BBIMU 3HAHUSAMU (0011IEe
cpenHee 00pa3oBaHUE), a TAK)KE€ OCBOUTH YUCOHBIM MaTepuai MPEAIIeCTBYIOMMUX JAUCIUILUINH:
«Muadopmaruka», «Teopus BepoOSATHOCTEH M MaTeMaTH4yeCKas CTaTUCTHKa», «JlUCKpeTHas
MaremaTuka», «OcHOBbI HH(GOPMALMOHHON Oe3omacHOCTH», «TeleKOMMYHUKAIIMOHHbIE
cucteMbl», «CeTn W CUCTeMBI mnepeaaun wHbopMmanuu», «MoAeTupoBaHWE CHUCTEM M CETeH
TEJIIEKOMMYHHKALIHIT».

[Tapannensno ¢ auctumimHon «IIporpammHo-ammapaTHeie cpeacTBa odecrneueHus Mb»
U3YYalOTCSd JUCHUIUIMHBL «Teopusi NpUHATHUS pElIeHUs B YCIOBUSAX HH(POPMAIIMOHHBIX
KoH(pmuKTOB», «[IpoeKTHpOBaHUS 3ALIUIIEHHBIX TEIEKOMMYHUKALIMOHHBIX cucTeM», «CeTreBoe
aaMuHuctTpupoBanue», «Mupopmanronnas 6e3onacHocth TKC», «Pa3zpaboTka 3aliuilieHHBIX
TKC cnen. Ha3HAYEHU .

3HaHUA U TPaAKTUKH, T[OJTy4YEeHHble oOydyaeMbIMu 10 aucHuruimHe «[Iporpammuo-
anmapaTtHble cpencTBa oOecreueHuss Mb», HemocpeACTBEHHO HCMONB3YIOTCA IMPH HANMUCAHUU
BBIMTYCKHON pabOThI CTy/IEHTa U B MPAKTHYECKON MPodecCnoHabHOM AeITeIbHOCTH, CBSI3aHHON
C 3aIUTON MHPOPMAIUH OT YTEUKH 110 TEXHUYECKUM KaHAJIaM.

3. Komnerenuuu odyuyaruierocsi, popMupyembie B pe3yjibTaTe 0CBOECHHS
AUCHUTLTUHBI

[Ipouecc wu3ydyeHHss AUCHMIUIMHBI HampaBlieH Ha (HOPMHpPOBAHHE  CIETYIOUTUX
KOMIIETEHIINI:

Koa xomnmereHnun Komnerenuus

CIIOCOOHOCTBIO INPpUMCHATH HNPOTpaAMMHBIC CPEACTBA CUCTCMHOI'O U
IMPUKIAAHOTO HAa3HAUCHUA, A3bIKHM, MCTOAbBI W HHCTPYMCHTAJIBbHBIC

OTK=5 CpeAcTBa MPOrpaMMHMPOBAHHUS Uil pElIeHUs MpodhecCHOHATIBHBIX
3aja4
CMOCOOHOCTBIO BBINIOJHATH YCTAaHOBKY, HACTPOIKy, 0OCIyXHBaHUE,
[1K-14 JIMAarHOCTHKY, SKCIUTyaTallli0 U BOCCTAHOBJIEHUE pabOTOCIOCOOHOCTH

TEJEKOMMYHHMKAILIMOHHOTO 000pyI0OBaHKs M NPUOOPOB, TEXHUYECKHX




n MporpaMMHO-aIInapaTHbIX CpCAcCTB 3alIUThI
TCIICKOMMYHHUKAIIMOHHBIX ceTell M cucTeM

I[ICK-7.5

CIOCOOHOCTRIO  O0€creunBaTh  3allUTy MPOrPaMMHBIX  CPEJICTB
SAIMUIICHHBIX TCIICKOMMYHUKAITUOHHBIX CUCTCM,

B pesynbraTe 0CBOCHHUSI KOMIIETEHIIMN B paMKaX JUCHUTUIMHBI 00yJarOIIUICs TOJDKEH:

3HATH:

MIPOrpaMMHO-AIIapaTHBIE CPEJCTBA OOecIIeueHUsT HHPOPMAITHOHHON 0€301TaCHOCTH B
TUIOBBIX oNepanMoHHbIX cucreMax u CYB/;

MIPOrPaMMHO-aJTOPUTMHYECKUE METOIBI 3l THI KOMIBIOTEPHOH HH(OpMAIINH;
OCHOBHBIE CPE/ICTBA 3aIUThl KOMIBIOTEPHON MHPOPMALIMHU, KOMITBIOTEPHBIX CUCTEM
Y MaIIMHHBIX HOCUTEJIeH HHPOpPMALMK OT HEMTOCPEACTBEHHOT'O JOCTYNA;

MPUHIMUIBI KOMIUIEKCHPOBAHMSI CPEJICTB U METOJIOB 3aIIUTHI KOMITBIOTEPHOU
nHpopmanuy;

OCHOBHbI€ NMPUHIMIBI aIMUHUCTPUPOBAHUS 3AIIUIIIEHHBIX aBTOMAaTU3UPOBAHHBIX
CHUCTEM;

KJIacCCU(UKALUIO U OOLIYI0 XapaKTePUCTUKY MTPOTPAMMHO-alllIapaTHBIX CPEJCTB
3alUThl HHQOPMALIUK;

O0COOEHHOCTH peaiu3alii METOI0B 3alIUThl HH(POPMAIIUU TPOTPaMMHO-
anmnapaTHbIMH CPEICTBAMU;

o011Me MPUHIUIBI TOCTPOEHUS TPOrPAMMHO-AITOPUTMHUECKUX CPEICTB 3aIIUThI
nH(OPMAaLIUY B CIOKHBIX KIMEHTCKUX MPUITOKEHUSX;

METO/IbI M CPEJICTBA 3aLIUTHl KOMIIBIOTEPHON HHPOPMAILIMK B YCTPOMCTBAaX
JIOJITOBPEMEHHOM MaMSITH;

METO/IbI 3aIIUTHl KOMITbIOTEpHOU HH(popmaruu cpenctBamu CYB/I;

YMmeTh:

o0ecrieunBaTh 3alIUTY OT Pa3pyIIAOIIAX MPOTPaMMHBIX BO3JICHCTBHIA;
aHAJIM3UPOBATh U OLIEHUBATH YIPO3bl HH(HOPMAIIMOHHOM 0€3011acHOCTH,
OCYIIECTBIISITh PAIIMOHAIBHBINA BEIOOP CPEICTB M METOJIOB 3alUTHI HH(OPMAIHH
00beKTOB MH(GOPMATH3AIINH;

KOH(QUTYPUPOBATh U HACTPAUBATH PAOOTOCIOCOOHOCTh BBIYHCIUTEIBHBIX CHCTEM;
MPUMEHSTh Hanbosee 3ppekTHBHBIE METOIBI M CPENICTBA TPOTPAMMHO -aIIIapaTHON
3anIuThl HHQOpPMAIHH;

BBITIOJTHATE (DYHKIIUH aIMHHHCTPATOpa O€30IMIaCHOCTH 3aIIUIICHHBIX KOMIBIOTEPHBIX
CHCTEM;

BBITIOJTHATh HACTPOMKY 3allIUTHBIX MEXaHU3MOB IIPOTPAMMHO-AIIAPATHBIX CPEICTB;
HACTpaWBaTh MOJUTHKY O€30TIACHOCTH CPEACTBAMU IIPOTPAMMHO-ANIapaTHBIX
KOMIUICKCOB 3aIlUThl HHPOPMAIIUH;

MPUMEHSTh MEXaHU3MBbI 3aIUTHI, PEATN30BAHHBIC B IIPOTrPAMMHO-AIIAPATHBIX
KOMIUIEKCaX, C IIEJIbI0 MOCTPOCHUS 3aIUIIECHHBIX KOMIIBIOTEPHBIX CUCTEM;
MPaBUJIBHO MPUMEHSThH CPEJICTBA AHTUBUPYCHOM 3aIUTHI OTEYECTBEHHBIX U
3apyO0eKHBIX MPOU3BOAUTENEH;

HCIOJIb30BaTh COBPEMEHHBIE METO/IbI M aJITOPUTMBI 3AIIUTHI OT BPEJOHOCHBIX
MPOrpaMM;

MPaBUJIBHO MCTIOJIh30BaTh 3aIIUTHBIE MEXaHU3MbI, BHEAPEHHBIEC HA MPUKIATHOM
MPOrPaMMHOM YPOBHE;

Biagerr HAaBBIKAMU:

METOJIaMH U Cpe/ICTBaMH obecrieueHust HH(QOpMaMoHHON 6e301acHOCTH;
HaBBIKAMH 3aIIUTHI OT U3MEHEHHS U KOHTPOJIS LIEIIOCTHOCTH IPOTPaMM;
METOJIaMH pacyeTa U HHCTPYMEHTAILHOTO KOHTPOJISI MOKa3aTeNei 3aluThl
uHpOpMaINH;




COBPEMEHHBIMHU cpeicTBaMu 3auThl AC OT HECAaHKIIMOHUPOBAHHOTO JIOCTYIIA;
CpeAcTBaMU aIMUHUCTPUPOBAHUS MPOTPAMMHO-AMIAPATHBIX KOMILJICKCOB 3aLUTHI
nH(pOpMAIUY OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA;

CpeACTBaMU aIMUHUCTPUPOBAHUS KOMIUIEKCOB KPUIITOTPa(hUIECKOM 3aIUTHI
nH(pOpMAIIHH.






CooTBeTCTBHE ypOBHeﬁ OCBOCHUA KOMIIETCHI VA IVIAHUPYEMBIM peE3yjabTaTaM Oﬁy‘leHI/Iﬂ U KPUTEPUAM UX ONCHUBAHUSA

Oran OcHOBHbIE IPU3HAKYU NPOSIBJIEHHOCTH KOMIIETEHIIMH (JIECKPUIITOPHOE ONUCAHUE YPOBHSI)
(ypoBeHb)
OCBOEHUS 1. 2. 3. 4. 5.
KOMITIETEHIUHI
ciabo CriocobeH  BbLAENUTH  OCHOBHbIE|Biiageer ocHOBHBIMU HaBbIKaMu paOoThl ¢[CrocoOeH  JaTb  COOCTBEHHYIO
He BianeeT OpUEHTHUPYETCS B |UJEH TeKCTa, pa6ovTaeT C{HCTOMHIKAMH u KPUTHYECKOM|KPUTUYECKYIO OLIEHKY H3Y4aeMOro
TEPMHHOJIOTHHM U |KPUTUYECKOH JTUTEpATypOit JUTEpaTypout Marepuaia
COJIEp’)KaHuU
MHHHMAJIbHEI He BBLIENET Crnocoben  moka3aTh  OCHOBHYIO|CrocOO€H  TPEACTaBUTh  KIHOUYEBYIO|MOKET COOTHECTH OCHOBHBIE HJIEU
i HE yMeeT OCHOBHBIE HICH UJCI0 B Pa3BUTHH npobimeMy B €€ CBA3M C JAPYrUMH|C COBPEMEHHBIMM IpobIeMaMu
npoleccamu
JoTyCKaeT rpy6Ghie 3Haer OCHOBHBIE pabouue|[lonnmaer cneuupl(bmcy OCHOBHBIX Cnoco6eHuBLmeJ1mL XapaKTEePHBIN
HE 3HaeT SO KaTeropuu, 0JIHAKO He|[pabourx KaTeropuit aBTOPCKUH TOJX0]1
OpUEHTHPYETCS B UX creluduke
IJIOXO Brmaneer mnpuemamm moucka u|/CBoOOAHO M3iaraeT marepuai, ogHako He|CrnocobeH CpaBHUBATH
I — OpUEHTHUPYETCS B |CUCTEMATU3allil, HO HE CI0COOEH JEMOHCTPUPYET  HABLIKOB  CPAaBHEHIS KOHLEMLMH,  apryMEHTHPOBAHHO
TEPMHHOJIOTHH U |CBOOOIHO M3JIOKUTH MaTepua OCHOBHBIX UJEH U KOHIENIUN W3JIaraeT MaTepuan
COJICpKaHNUU
6430BLL BBIJICIISIET OCHOBHBIE | Bhiziensier koHKpeTHY0 mnpobiemy,(CriocoO0eH  BBIIEIUTh U CPaBHUTh|APryMEHTHPOBAHHO NPOBONT
HE YMEET | WJEH, HO HE BUJIUT |OJHAKO M3JIMILHE YIPOIIAET € KOHLIEIIIIUY, HO HCIIBITBIBAET CIOXKHOCTU C|CPABHEHHE KOHLIEMIMI 1o
po0seM UX MPAKTUYECKON NPUBSI3KOU 3aJJaHHOM MpoOIeMaTuKe
JIONYCKACT MHOTO Moxer W3JI0KUTH OCHOBHbIE|3HAET OCHOBHbIE OTJIMHS KOHLICTIIIUMA B Cnoco6eHv BBIJICJINTh CHCI_[I/I(bI/IKZ/
HE 3HaeT OLIGOK paboune KkaTeropuu 3aJJaHHOM MTPOoOIIeMHOI 06s1acTH KOHLIETTIUN B 3a/laHHOM
npoOseMHO# 00IacTH
B  o0mmux 4yeprax mnonumaer |Buaut MCTOYHUKHI coBpeMeHHbIX|Cloco0eH IpaMOTHO 00OCHOBATh
OPHEHTHPYETCS B (OCHOBHYIO MJEI0, OIHAKO IUIOXO |MpoOiaeM B 3aaHHOM 001acTu aHanu3a,|cCOOCTBEHHYIO TIO3UILIUIO
HE BJIAJEeT| TEPMHUHOJOIMU M |CBSA3BIBACT €€ C CYIIECTBYIOIIEH [BJIAZEET NOAXOAAMHM K UX PELICHUIO OTHOCHUTEIFHO pelieHus
COACPKAHUH poOIeMaTHKOM COBPEMECHHBIX pooeM B
3aJJaHHOM 00JacTu
IIPOJIBUHYTHIN Moxer MOHATh  NpakThdeckoe |BoisBiser ocHOBaHUS 3aaHHOM 001acTu|CBOOOAHO  OpPHUEHTHpYETCs B
BBIJICIISICT OCHOBHBIC [HA3HAUEHWE OCHOBHOM MJeH, HO |aHAlu3a, [OHUMAeT ee MPaKTUYeCKyro(3aJaHHOW  o0lacTH  aHaiu3a.
HE yMEeT | MIEH, HO HE BUIUT |3aTPYAHSCTCS BBISIBUTH €€ |LIEHHOCTb, OJIHAaKO ucnsITeiBacT| [ IoHMMaeT ee OCHOBaHUSA U yMeeT
UX B Pa3BUTHUH  |OCHOBAaHHUs 3aTpy[HEHUsT B  ONMCAaHWU  CJIOXKHBIX|BBIICIUTH MIPAKTUUECKOE 3HAUCHHE
00BEKTOB aHAJIN3a 3aJJaHHON 00J1aCTH
HE 3HaeT | JomyckaeT omuOKu [CocoOeH  M3JI0KUTh  OCHOBHOE|3HaeT OCHOBHOE cogeprkanne |MokeT  JaTh  KpUTHYECKUH
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4. CTpykTypa u coaep:KaHue TUCHHILINHBI
OO6mast Tpy10eMKOCTh (00BEM) AUCHUILTUHBI (MOMYIISI) COCTABIISACT 4 3a4eTHBIC CTUHUIIBI,

144 axagemmueckux yaca.

Obvem oucyuniunvl (MOOYIs) NO 8UOAM YUEOHBIX 3AHAMUL

6 aKa0eMu4ecKux 4acax)

O0BEM TUCHHMIITHHBI Bcero uyacos I
OuHan ¢popma
o0yueHust

Oo0mas Tpy10éMKOCTb IMCIHHUIJINHBI 144 4.
KonrakTtHass  paGora  oOyvamommxcss ¢ | 72 4.
npenogaBaresiiM (M0 BHIAM AYAUTOPHBIX
Y4eOHBIX 3aHAITHI) — BCero:

B TOM YHCJIC!

JISKIIUU 36 u.

MIPAKTHUECKHUE 3aHITHS 36 u.

CamocTosiTesibHas padoTa 72 4.

B tom uucne:

Kypcosas pabora 36 u.
By npoMeKyTOUHOI aTTecTalMu 3auéT ¢ oneHkoi
Bcero: 144 v,

4.1. CTpyKTYypa JUCHUILIHHBI

Ne Paznes u Ttema Buabl yueoHoii Dopmbl 3ansaTusa B Dopmupyembie
n/n JAUCHHUITIUHBI paﬁOTLI, B T.4. TEKyLIero AKTHUBHOU U KOMIIETCHIINU
CaMoCTOATEC/IbHaA KOHTPOJIsA HHTEPAKTUBHO
o paboTa cTyJ1eHTOB, |ycneBaemocT | ii popme, yac.
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Beencnme. Ilpeamer | 9 YcTHBIN 10/4 OIIK-5, TIK-14
Kypca U €ro 3aJayu. omnpoc 110
1| P A 5| 5 |20 |°"P
H3y4aeMo
U TeMe
Nnentudukamnuys 9 YcTHBII 4 [1K-14, OIIK-5
2 nonb3oBarenein KC — 2 2 o |ompoc 1o
CyOBEKTOB JOCTYIA K U3y4aeMo
TAHHBIM U TEME
CpenctBa U metonbl | 9 YcrHBII 4 [1IK-14
3 | OTpaHMIeHHUS 2 2 o |ompoc To
noctymna K Qaiinam M3y4aemo
U Teme
OcobeHHOCTH 9 10/4 [1K-11, TICK-
3allATEl JAHHBIX OT 7.5
H3MEHEHMUS. YcTHBIN
ITporpammmuo- OIIpOC TIO
4 | borp 5| 5 | 14 |°"P
anmapaTHbIe M3y4aemo
CpeIcTBa 1 TeMe
mudpoBaHus




[Toctpoenue 9 N 4 OIIK-5, T1K-14,
YCTHBIN
IIPOTPaMMHO- oPOC 110 IICK-7.5
S | anmapaTHBIX 2 2 2 P
U3y4aeMo
KOMILJIEKCOB .
it Teme
UG pOBAHUS
Metonet 1 cpencra | 9 YcTHBIN 12/4 [1K-14
6 | OTPaHMICHHS 6 6 15 | ompoc To
JOCTyTIa K U3y4aeMo
KoMmnioHeHTam OBM 1 Teme
Ocobennoctu 9 4 IICK-7.5, OIIK-
3aI[ATEl JAHHBIX OT V oTHEH 5
W3MCHCHHSI. omboc 1o
7 | IIporpammHo- 2 2 2 P
H3y4aeMo
anmapaTHbIC .
i Teme
CpencTBa
mupoBaHus
3amura nporpamm ot | 9 12/6 [1CK-7.5, TIK-
HU3yYCHHUS. YcrHbIi 14
8 ATrmapaTHBIN KJIFOY C 5 6 15 |ompoc 1o
TOYKH 3peHus H3y94aeMo
3IIEKTPOHUKH. 1 Teme
3amura or| 9 VerHbi 12/4 I1CK-7.5, TIK-
g | Paspymaromux 6 6 10 | ompoc o 14
MIPOrPaMMHBIX U3y4aeMo
BO3ICUCTBHUI. U TEME
UTOI'O 36 36 72 72/18

4.2. Cogep:xaHue pa3iesioB JUCUUIIIMHBI
4.2.1. Beenenne

[Ipeqmer kypca u ero 3amauydm. OJNEKTPOHHBIH JokyMmeHT (D]1). Bumsr
nnpopmanuun B KC. Mudopmarmonnsie noroku B KC. Ilonstue DJI. Tumbr DI, [lonsarue
UCIIOJIHAEMOTO MOAYJA. YSA3BUMOCTh KOMIBIOTEpHBIX cucteM. [loHsTHE AocTyma, CyOBeKT H
o0wvekT mocrymna. [lonstue necankuuonupoBannoro noctymna (HCJ). Kmaccet u Bunet HC/.
HecankimonupoBannoe komupoBaHue mporpamm kak ocobbriii  Bug HCJ. Ilonsrtue
3MIOYMBIIIJICHHUKA; 3JOYMBIIIJICHHUK B  Kpuntorpagu W TpU  pEIIeHUHu mpodiieM
kommbroTepHOU 6e3omacHocTr (KB).

4.2.2. Unentupuxanus noans3osareieili KC — cy0bekToOB 10CTyNa K JAHHBIM

[Tonmutka 06€30MacCHOCTH B KOMIBIOTEPHBIX cucTeMax. OIeHKa 3al[UIEeHHOCTH.
Crnoco6bl  3amuThl KOH(UACHIMAIBHOCTH, LenocTHOCTH M JoctynHoctd B KC. Ilonstue
UACHTUUKAIMM T0Jb30BaTeNd. 3ajadya MASHTU(UKAMKM Tojb3oBarensd. [loHsTHe MmpoTOKosa
uaeHtudukanuy. JlokanpHas W ynaneHHas — uaeHTHukanusa.  Wnentuduuumpyromas
uHpopmanusa. Ayrentudukanus. I[lonstue waeHTHQUUUpYytomeld uHPopMmanuu. CrocoObl
XpaHeHus: uaeHTHGuuupyromei napopmanuu. CBA3b ¢ KIIOUYEBBIMU CHCTEMaMHU.

4.2.3 Cpeacrsa u MeTObl OTPAHUYCHHUS NOCTYNA K (pailiam




OcHoBable moaxoabl Kk 3amute maHHbXx oT HC/I. Iludposanue. KonTpons mocryma.
Pasrpannuenune nocryna. OLeHKa HaJeKHOCTH CUCTEM OTpaHUuYeHus Aoctyna. Mepapxudeckuii
noctyn K Qaiinam. [Tonsrue arpubyroB noctyna. Opranuzanus 1ocTyna K (aiinaMm pa3aTuaHbIX
OC. 3ammTa cereBoro (aiJloBOro pecypca Ha MpuUMepax OpraHU3alMU JOCTYyNa B Pa3IMYHBIX
OC. BprisiBneHHE CII€JIOB HECAHKIIMOHMPOBAHHOTO JOCTYNA K (hailiam, MeTo1 MHUIMUPOBAHHOTO
HCI. Hoctyn nmaHHbIX cO CTOpoHBI mpouecca. [loHsitue mocTyna K JaHHBIM CO CTOPOHBI
npouecca. Ilonstue u mnpumepsl ckpblToro poctyna. HanexHocTh cucTteM oOrpaHUuYEHUs
JOCTYyTIA.

4.2.4 OcobOeHHOCTH 3alMTBHI JAHHBIX OT W3MeHeHMs. I[IporpamMHo-anmapatrHbie
cpeacrea mudpoBanus

3amura MaccuBOB MH(pOpMauuu OT M3MeHeHMs (MmuTo3amuta). Kpunrorpapuueckas
ITOCTAHOBKA 3AIUTHI OT U3MEHEHHUsI JaHHBIX. [10X0IbI K pelIeHuIo 3a/1a4 3alUThl JAHHBIX OT
W3MEHEHHUA. 3aluTa OT pa3pylalluX POrpaMMHBIX Bo3AecTBuid. HeoOxomumbie u
JIOCTATOYHBIE YCIOBHUS HENOMYIIEHUS pa3pyliaroiiero Bo3aecTBus. [[oHsITHE M30IMpPOBAHHOM
MIPOTPAMMHOM CPEBI.

4.2.5 IlocTpoeHne NPOrpaMMHO-aNNAPATHBIX KOMILIEKCOB MG poBaHus

ArnmapaTHple W NPOTPaMMHO-AIIIapaTHbIE  CPEACTBA  KPUIITO3AIIMUTHI  JAHHBIX.
[TocTpoenue ammapaTHBIX KOMIIOHEHT KPHMNTO3AIIMTHI JAaHHBIX, criennanuzupoBanHbie CbUC
KaK HOCUTENs anroputMa ImudpoBaHus. 3amura ajroputMa MWUGPOBAHUS;, MPHUHIIUII
qyBCTBUTEIBHOM O0O0JACTH W NPUHIOMI IJ1aBHOro kKimouya. HeoOXoaumble M J10CTaTOUHBIE
GbyHKIIN anmnapaTHoOro CpeacTBa KPUINTO3AIUTHI. IIpoexktupoBanue MonyJIen
KpUNTONPeoOpa30BaHUil HA OCHOBE CUTHAJIBHBIX MPOLIECCOB.

4.2.6 MeToabl M cpeICcTBAa OTPAHUYEHUS T0CTYNA K KOMIIOHeHTaM D BM

Komnonents! [19BM. Knaccudukarus 3amumaeMbix komnoHeHT [I9BM: otuyknaembie
U HeoTuykaaemble KoMmnoHeHThl [IDBM. Ilpomecc HawanpHOoU 3arpy3ku [I9BM,
B3aMMOJICHCTBUE amnmapaTHOM W MporpamMMHOM dacTed. Mexanusmbl pacmpenus BIOS.
[IpeumymiectBa ¥ HEAOCTaTKM MPOrPAMMHBIX M alllapaTHbIX cpelacTB. [IpoOiemsl
ncroabp30Banus pacmupeHHon BIOS: smynsus daitnoBoit cuctemsl 10 3arpy3ku OC u T.1.

4.2.7 TIpodaema 3ammThl OTYY:KAaeMblX KoMNoOHeHTOB II9BM. IlpuBsska IO k
BHEIIHUM (100aBJIsieMbIM) ANINIAPATHBIM 3JIeMeHTaM

CrocoObl  3amuThl MHGOPMAMUM HAa CBHEMHBIX JUCKaxX. OpraHuzanus MTPO3PavYHOTO
pexuma mudpoBanusa. HanexHocTh cpeAcTB 3amuThl KOMIOHEHT. lloHATHE BpeMEeHHOU u
rapaHTUPOBAHHON HAJEKHOCTHU. 3alllUTa MPOTPaMM OT HECAHKIMOHUPOBAHHOI'O KOMHUPOBAHUSI.
KOpuanueckrue acnekTbl HECAHKIMOHMPOBAHHOTO KomupoBaHusa mporpamm. OOmie mnoHaTue
3alUTHl OT KOMUPOBaHUs. Pa3HOBUIHOCTH 3a7a4 3alIuThl OT KonupoBaHus. lloaxonsl k 3agaue
3alIUTHI OT KOIMPOBAHUSL.

[IpuBsizka k mopToBBIM Kito4aMm. Mcrnonp30BaHKMe AOTOJHUTENbHBIX IJIAT PACIIUPEHUS.
Metoapl «BOASHBIX 3HAKOB» W METOJBl «OTHEYATKOB TAalbLEB». XpPaHEHHUE KItOuen
unpopmanuu. [lapomun u wmroun. CekperHas uH(OpMAaIMs, UCHONIB3yeMasl UIsi KOHTPOJS
JOCTyMa: KIOYM M Tapoju. 3J0YMBIIUIEHHUK U Kiatoud. Knaccudukamusi cpeacTB XpaHeHUs
KITtouel u uaeHTuduupyomei napopmanuu. Opranusaius XpaHeHus KIodel (¢ mpumepaMu
peanuzanun). MarHUTHBIE TUCKU MPSIMOTO JOCTyNa. MarHuTHbIC U UHTEIUIEKTYalbHbIE KapThl.
CpenctBo TouchMemory. TumoBble pemieHUs B OpraHU3allid THIOBBIX cucTeM. OTKpBITOE
pacnpezaeneHue Kioued. Metos ynpaBisieMbIX BEKTOPOB.



4.2.8. 3amuta mporpaMM OT HM3y4YeHHMs. ANNAPATHBIA KJIKWY C TOYKHM 3peHus
3JIEKTPOHHMKH.

Wzyuenne u oOpatHoe mnpoektupoBanue [1O. ITlonstne wu3ydeHuss u oOpaTHOTO
npoektupoBanug [10. Ilenm u 3amaum wm3yuyenust pabotel I10. CnocoOwsr m3yuenus [10:
CTaTUCTUYECKOE M JUHAMUYECKOE u3ydyeHue. Poip NporpaMMHONW M aIlapaTHOW Cpeibl.
Bpemennas HanexHOCTh (HEBO3MOXXHOCTh OO€CIEUEHUS TapaHTUPOBAHHOW HAJEKHOCTH).
3ajauu 3aIUTHl OT U3YYEHHUS U CTIOCOOBI UX perieHus. JluHamudeckoe mpeoodpa3oBaHue Koa.

3amura OoT oTiaaku. HMrepaTuBHBIM NporpaMMHbIM 3amMok. IlpuHuMI JOBYyIIEK U
M30BITOYHOTO KOJa. 3aluTa OT au3acceMOMupoBaHus. [IpwHINIT BHENTHEH 3arpy3ku (aisios.
JuHamuveckass MOIUGHUKAIMS TPOTpaMMbl. 3aliMTa OT TPACCHPOBKH IO IPEPHIBAHUSIM.
CriocoObl  accOLMMpPOBaHUs 3alllUThl M MIporpamMmMHOro obOecrneueHus. OleHKa HaJEKHOCTH
3amuThl OT oTiaaku. Kitoun Ha Oasze mepenporpaMMmupyeMoii moctostHHON namstu. Kiroun Ha
0asze 3aka3HbIX uyunoB. [Ipumepsl peanusanuu kmoueit (HASP, eToken, ruToken, Guardant).
Kiroun Ha 6a3ze MUKpOIIPOLIECCOPOB.

4.2.9. 3ammTa 0T pa3pylialumx NporpaMMHbIX BO3/1eiiCTBHIA.

Mopnenu B3aMOJEHCTBUS MPUKIATIHOW HpOrpaMMbl M MPOrpaMMBbl 3J0YMBIIUIEHHUKA,
KOMITIbIOTEpPHBIE BUPYCHI Kak 0coObIi kinace PIIB, akTuBHas u maccuBHasl 3amiuTa, HEOOXOUMbIE
U JIOCTaTOYHbIE YCIOBHS HEJIOMYIICHHS pa3pyllaioero Bo3AeUCTBUS; MOHATHE N30JIMPOBAHHON
MIPOrpPaMMHOM CpeJipl, 3aIMTa MPOTrpaMM OT MU3MEHEHMsI U KOHTpPOJb LENOCTHOCTH. OCHOBHbIE
KaTeropuum TpeOOBaHUI K MPOrpaMMHON M NIpPOrpaMMHO-aNNapaTHON pealn3aliyd Cpe/CTB
obecrieuenuss Mb. OcHoBHbIE Kareropuud TpeOOBaHWK K TPOTPAaMMHON M MPOTPAMMHO-
anmapaTHOM peaju3aliy CPeCTB oOecnieueHrs] HHOOPMAITMOHHOW 0€30MMacHOCTH; MMPOTPAMMHO -
ammapaTHble cpencTBa obecrieueHuss nHpopmarmonHoi 6e3onacHoctr B THHOBBIX OC, CYB/I,
BBIYUCIIUTENBHBIX CETSIX.

4.3. CeMuHapcKue, IPAKTHYECKHE, JTa00paTOPHbIe 3aHTHS, HX CO/Iep:KaHNe

i P Tewa sais ponenenn | xownerenint
AnmunuctpupoBanue cuctembl 3anuthl|lI[paktuueckas|[[ICK-7.5, [1K-14
uHbopmauu ViPNet. CocraB

. 1 nporpammuoro kommiekca ViPNet (Ad-
ministrator, Client, Coordinator).

AnmunuctpupoBanue cuctembl 3anuthl|[I[paktuueckas|[1K-14, OITK-5

2 2 undopmaruu ~ ViPNet.  PasBeprthiBanme
3amunieHHon VPN cetu.

AnmvunuctpupoBanue cuctemsl 3amuThl|[IpakTndeckas|OINK-5, TIK-14

3 3 uHpopmanuun  ViPNet.  Ilporpammuo-
anmnaparHble komiuiekcsl ViPNet.

AnmvunuctpupoBanue cuctembl 3amuThl|[IpakTuueckas|I1K-14, OIIK-5

4 4 uHpopmanun  ViPNet. MesxcereBoe

OKpaHHUpPOBaHUC.

AnmvunuctpupoBanue cucrembl 3amuThl|[IpakTuyeckas|OIIK-5, TIK-14,
5 5 uHpopmanuu ViPNet. Tunosble cxembl TICK-7.5
npumenenus [10 ViPNet.




Anmaparaeie  kimoun  3amuTel - cepuu|lIpakrnueckas|[I[ICK-7.5, [1K-14
0 6 Guardant.

Anmaparaeie  kmroun  3amuThl - cepun|lIpakrnyeckaa(I1K-14, OIIK-5
! ! eToken.

Anmapatrapie  kimroun  3amuthl - cepur(lIpaktuyeckasn({I[ICK-7.5, IIK-14
8 8 ruToken.

Anmaparapie  kmroun  3amutel - cepuu|lIpakrnyeckaa([1K-14, TIICK-7.5
9 9 HASP4. AnmapaTHbple KITIOYH —3allUTHI

cepunn HASP HL.

Oco0eHHOCTH 0CBOEHMUSI AUCHUIIJIMHBI JJI HUHBAJIU/IO0B ! JIMI C OrPAHUICHHBIMHU
BO3MOKHOCTAMMU 310POBbA

OOyueHnne oOy4aromMXcs C OTPAaHMUYEHHBIMM BO3MOXKHOCTSIMHM 3/I0pOBBSl IIPU
HEOOXOJMMOCTH OCYIIECTBIIICTCS Ha OCHOBE aJalTHPOBAHHOW paboueil mporpamMMel C
WCTIOJIb30BAHUEM  CIICIHANIBHBIX ~ METOJOB OOYYeHUS H JAUJAKTHUYECKHX MaTepHasoB,
COCTaBJICHHBIX C YyYETOM OCOOCHHOCTEH TICUXO(pHU3NIECKOTO pAa3BUTHS, WHAWBUIYAIBHBIX

BO3MOJKHOCTEH U COCTOSIHHS 37I0POBbsI TAKUX 00ydaromuxcs (00ydaromerocs).

[Ipn omnpegenenun ¢GopMbl TPOBENCHHS 3aHATHH C  00ydarOUMCS-HHBATUIOM
YUUTBHIBAIOTCS PEKOMEHAIMH, COJEepKAIlUecs B WHIUBUIYAIbHOU MporpaMMe peaduiIuTalnuu
WMHBAJIUAA, OTHOCUTEIFHO PEKOMEHJIOBAaHHBIX YCIOBUN M BUIOB Tpyna. Ilpu HeoGxogmmocTu
AJasl o0ydaroluXcsl M3 YHMCIa HHBAJIWAOB U JMI € OrPAHMYEHHBIMH BO3MOKHOCTSIMU
3I0POBbSI CO31AIOTCS ClelHAJIbHbIE padoune MecTa ¢ y4eTOM HApyHeHHbIX (yHKIuii u
OrpaHUYeHUH JKU3HeAeATeJbHOCTH.

5. YueOHO-MeTOAUYeCKOe o0ecneueHrne CaMOCTOSITeIbHOM PadOThI CTYIEHT U
OlIEHOYHBbIE CPEACTBA /IJIsl TEKYIIEro KOHTPOJISl yCIeBaeMOCTH, MPOMEKYTOYHOM
aTTeCTAIMH 110 UTOraM OCBOEHHUS JUCIHHIIIHHBI

5.1. Tekyuiuii KOHTPOJIb

Texkymmuii KOHTPOJIb TMPOU3BOJUTCS IYTEM TECTUPOBAHHS M TIPOBEPKU KOHTPOJIBHBIX
pabor.

5.2. Meroanuyeckue yKa3aHus 10 OPraHU3aluM CaMOCTOSTEIbHOI padoThI

Bo Bpems camocToATenbHONW pPabOTHI CTYAEHTHI 3HAKOMSTCS C MPOBEICHUEM pPACUYETOB
MPOEKTHPYEMBIX TapaMeTpoB ceTu. B mepeueHb y4eOHO-METOAMYECKOTO oOecTmeueHus s
CaMOCTOSITENBHOM paboThl oOyuarouxces mo aucruiuinae «[IporpaMMHo-anmapaTHbie CpeicTBa
oOecmreuenns b» Bxoqurt:

1. Mertoauveckre yKa3aHuUs MO BBIIOJHEHUIO MPAKTHYECKUX PadoT.

2. JlomoMHUTENbHBIN JTEKIMOHHBIN MaTepuat

Konmpons ucnonnenus camMOCTOSITETBHBIX Pa0OOT OCYIIECTBISIETCS MpernojaBaTeieM ¢
y4acTHEM CTYAEHTOB B (hopMe 0OCYKACHNUS BBITIOJIHEHHBIX 3aJaHUI U paboT.
HcTouHnKH U1 caMOCTOSATENBHON NIOATOTOBKHU:




1. Ananuenko, W.B., MudopmanmonHass 0e30mMacHOCTb TEIEKOMMYHHKAIIMOHHBIX CHUCTEM.
Yacte 1. Ammaparnsie kmoun eToken. CpencrBo 3ammtel e€Token Network Logon:
yuebnoe mocobue / U.B Amnanuenko, ILU. Cmupnos, FO.M. I[anapenko. — CIIG.:
PITMY, — 2016. — 24 c., un.

5.3. [IpoMe:KkyTOUHBII KOHTPOJIL: 3a4eT, KypcoBasi paéoTa

Ilepevenb BONPOCOB /11 MPOMEKYTOUHOM aTTecTanuu (3a4er):

1. Dnexrponnsie kmroun Guardant. DnexTponHbid Kiarod Guardant Sign. DIIEKTPOHHBIA KITFOY
Guardant Code. JInmeH3upoBaHUE CETEBBIX MPIIOKCHUN. 3alUIICHHBIC CXEMBI TIPOIAK.

2. Dmnexkrponnbie kmoud Guardant. Guardant SP. Cepep axrtuBanuu. [lpuHmmm paOoOTHI.
TexHuyeckue xapakTepUCTHKU.

3. Dnexrponnbie katoun Guardant. Berbop moaenu kimroua. 3amura Windows-npuioKeHHH.

4. Dnextponnsie kmoun Guardant. BeiGop monenu kirouda. YnajgeHHOE OOHOBJICHHE TaMSTH
kiroya. Guardant TRU API

5. Kommexts! pazpaborunka Guardant. Beibop Moaenu kiroua.

6. DOnexTpoHHbIN uaeHTHGUKaTOp Rutoken. DnexTponnslil unentudukarop Rutoken. Kommnekr
paspabotunka Rutoken

7. Kommiekt pa3padorunka Rutoken. Dnektponnsie naentudukaropsl Pyroken Web.

8. Hasnauenue 10 VipNet CUSTOM, VipNet OFFICE, ViPNet TUNNEL. Xapakrepuctuky,
obuiee u paznuuue. ViPNet. [Taponbhas 3ammra. ®aiin quctpudyrus (VipNet CUSTOM)

9. Cocras nporpammHoro komiuiekca ViPNet. Kpunrrosinpo Jlomen-K.

10. Jloruka o6padotku IP-tpaduxa VipNet

11. Annmapatssie kmtoun 3amuthl cepurt HASP. Annapataeie kintoun 3amutel HASP 4-ro u 5-ro
MTOKOJICHHUS.

12. ViPNet Registration Point (ITyakt Perucrpanun). ®@aitn-auctpudbyrus VipNet. dst, K]l u KH
(haibl.

13. Kiirou Guardant: Ha3HadeHHE, OCHOBHBIE XapaKTEPUCTUKH, IIPUMEP UCIIOIH30BAHUS

14. ViPNet Administrator (Aamuauctpatop). OCOOEHHOCTH KITH0YeBOM CTPYKTYphl VipNet

15. Anmapatuabie katoun 3anuThl RuToken

16. VipNet. Oco6ennoctu B3aumozeictBus L[YC u YKII. CereBbie 5KpaHBI: Ha3HauYCHUE,
MIPUMEPHI UCTIOIb30BAHMSL.

17. Undpactpykrypa ¢ oTKpeIThiMU Kitouamu PKI. AnmapaTtabie kiaroun 3anuThl € Token

18. BupTyasibHbI€ 3aIIHIIIEHHBIE CETH: BU/IbI, XapaKTEPUCTUKU U BAPUAHTHI pealIi3allHu.

19. Kitou eToken: Ha3HaueHHe, OCHOBHBIE XapaKTEPUCTUKH, IPUMEP UCIOIb30BAHUS

20. Texuonorust ynoctoBepswoomux 1eHTpoB VipNet. Pexumbr pabotet ViPNet Driver.
OuibTpanys, KpUTepuu 1 npasuia. Buasl GpunbTpos.

21. Kitou ruToken: Ha3HaueHHE, OCHOBHBIE XapaKTEPUCTUKH, IPUMEP UCIOIB30BaHUS

22. Amnmnapatubie kmoun 3amutel cepui HASP HL u HASP 4. CpaBHutenbHble
XapaKTEePUCTUKH, 00JIaCTh TPUMEHEHUSI.

23. KuroueBoit u ymocroBepsitouuii mentp VipNet. TexHonorus pasrpaHUdeHHs JOCTyMa K
uHpopmanuu Ha npumepe ViPNet

24. MexceteBble akpanbl. [IM3. (Ha npumepax VipNet). Co3ianue BUPTYalnbHOHN 3alUIIEeHHON
cetu VipNet

25. Tlonarue aapecHOi W mpuknagHol aamuuuctpanuu B ViPNet. Kinentckoe nmporpamMMHoe
obecnieuenue s opranuzanuu 3amuiieHHon cetu. ViPNet Client (Knuenr).

26. Jloruka ucnosnp3oBanus BUpTyalbHbIX aapecoB B ViPNet. Komnonentst ViPNet CUSTOM.
ViPNet [KoopaunnaTop]: Ha3HaueHHe, 0COOEHHOCTH

27. VipNet. IYC u YKL, oco6ennoctu B3aumoieiicteusa. Kpunrosiipo «lomen-K»

28. VipNet. MexcereBoe B3aumozeiictsue. Buapt MMK B VipNet. CepBepHoe nporpamMmmHoe
obecnieuenue s opranu3anuu 3amuieHHon cetu ViPNet Coordinator (Koopaunarop)



29. VipNet. Kirroun 3amutsl, Mactep kiroun, Kiroun LI OcobeHHOCTH KITIOYEBOM CTPYKTYPHI
ViPNet. Dramnsl hopmMupoBanus KIr04eBOi HHOOPMAIIHH.

30. Hcnonws3oBanue anmapaTHeix kKiarodei 3ammthl eToken m HASP s 3ammter 110 u
nH(OpMAIINHU TI0JIH30BATEIICH.

31. Mertoapbl, criocoObI U CPENICTBA 3alTUTH HHPOpMaIUu. Y nocToBepstome neHTpsl ViPNet
32. Buast yrpo3 6e3onacaoctu B TKC. Kpunrorpaduueckue cucteMbl U UX HCIIOJIB30BaHUE B
VipNet.

33. ViPNet — cepsep otkpeitoro MuTepuera. Tpancnoptheiid Moayns MFEFTP. JlenoBas noura.
VPN kak cpenctBo wuH(pOpManmuoHHOW 3amuThl. LIeHTpBl cepTHQUKANUA — HA3HAYCHHE,
TEeXHUYECKask peaTi3aliysi.

34. Tlonstue — wmHPOpManMoHHas Oe3omacHocTh. WHMopManmonHas Oe3omacHOCTh B cdepe
KOMIIBIOTEPHBIX CETEBBIX TexHoyIorui. [IpoTokoun https, kpuntonportokosnsr SSL, TLS.

35. 3ammTa MOYTOBBIX CUCTEM. 3alllUTa CEpBEPOB U pabouMX CTaHUMM. 3aluTa NporpaMMHOIO
obecrieueHrss — OOIIME MOAXOJbl W MPHUHLMIBI. DJIEKTPOHHbIE IMQPPOBBIE CEPTUPHUKATHI.
[Tpunnun padotsl. @opmansHoe onucanue. CTpykrypa cepruduxara. Poccuiickue cTannapThl.
36. 3anmTa NporpaMMHOTO 0OecrieueHus ¢ MOMOIIBIO alnnapaTHbIX Kitoueil cepuu Guardant

37. CemeicTBO 31€KTpOHHBIX Kitoued Guardant juis 3alUTBl IPOTPAMMHOIO OOecreyeHus! OT
HECAaHKIIMOHMPOBAHHOTO KOMMPOBAHUS U PACTIPOCTPAHEHHSL.

38. Hactnsle cetu (VPN): npuHIuUIBI NOCTPOEHUS, KOHQUTYpUPOBAHKE, BAPHAHTHI pealn3aliii.
39. 3ammra mporpaMMHOTO oOecTieueHns ¢ MOMOIIbIo anmapaTHbix kioueid HASP HL, Hasp 4.
40. Kiroun cepuit HASP HL u Hasp 4. OGmacth npuMeHEHUS, OCHOBHBIE OTIUYHSI.

41. DnekTpoHHBIN KoY (ammapaTHbIA Kito4). [lpuHnunel paboTel, Kiaccudukamus, npuMepsbl
MCI0JIb30BAHUS.

42. Xemr. Xem-QyHKIus. XemupoBaHue. AyTeHTH (pUKaIus, aBTOpU3aIus, HIACHTH(PUKAIIHSL.

43. Kimroun cepuii ruToken u eToken — cpaBHUTENBbHAS XapaKTePUCTUKA, 00IaCTh MPUMECHECHHUSI.
44, Texunomorun ayreHTH(uKanuu u mudpoBanus. Peanuzanus Oe30MacHON CETEBOU
HH(PpaCTPYKTYypHI 11 web-cepBepa.

45. Hcrtopuss KOMIIBIOTEpHBIX BHUpYycoB. Kiaccudukanus BuUpycOB. AHTHUBHUpYCHAs 3alllHdTa
KoMmbloTepHOU cetu. Knaccudukanus antuBupycoB. OCHOBHbIE MPU3HAKH MPUCYTCTBUS Ha
KOMITIBIOTEPE BPEIOHOCHBIX MporpamMm. MeTo bl 3alIUThI OT BPEJOHOCHBIX IPOTPAMM.

46. Kimaccudukanus firewall’oB u onpenenenue nonutuku firewall’a

47. Ob6ecneuenne  Oe3omacHocTH  web-cepBepoB.  be3omacHocTh  web-comepKUMOro.
DnektpoHHbIe MU poBbie cepTudukaTer; SSL/TLS

48. 3ammTa [10 ¢ moMoribio anmapaTHEIX WK MPOTpaMMHBIX Kirodeit Sentinel HASP

Oo0pa3sen kapTouKku (0u1era) ¢ BONPoOCaMHu 3a4era:

Ne 1

1)MexcereBbie 3kpanbl. JIM3. (Ha mnpumepax VipNet). Co3manune BHPTYaIbHOM
3amuineHHon cetu VipNet

2)3aruTa mporpaMMHOT0 00ecIeYeH sl ¢ TIOMOIIIBIO anapaTHbIX Kioueii cepun Guardant.

6. YueOHO-MeTOAMYECKOE M HH(POPMALMOHHOE 00ecneyeHne JUCIUIIIMHBI

a) OCHOBHAas1 JINTeparypa:

1. Ananuenxo, U.B., UadopmannonHas 6e301macHOCTh TENIEKOMMYHHKAIMOHHBIX cucTeM. YacTh
1. Anmmapatnslie kimtoun eToken. Cpenctso 3amutel eToken Network Logon: yue6Hoe nocobue /
N.B Ananuenko, I[1.1. Cmupnos, FO.M. lllanapenxo. — CII6.: PITMY, — 2016. — 24 c., ni. -
Pexum JOCTyTIa:
http://elib.rshu.ru/files_books/pdf/rid_934e2al5ca2e4a408df0517464e9941f.pdf



2. IIpoexTupoBaHue 3aUIMIEHHBIX HH(OPMAIMOHHBIX cucTeM [Tekcr] : yaebnoe mocobue. Y. 1.
Koncrpykropckoe mpoekrtupoBanue. 3amuta oT ¢uszndeckux noiei. . I1. I1. beckua, B. O.
Cyxononsckuii, FO. M. [llanapenxo. — CII6.: U3n-Bo PITMY, 2008. — 195 c. - Pexum noctyna:
http://elib.rshu.ru/files_books/pdf/img-504175456.pdf

0) 10MOJTHUTEJIb

Hasl IuTeparypa:

1. IlporpamMMHO-anmapaTHble CpeAcTBa obOecnedeHus: WHGOPMAIMOHHON 0€30MacHOCTH
[Teker] : yuebHoe mocobue / A. B. Jlymkun [u ap.] ; pen. A. B. Jymkun. - Mocksa :

lopsiuast muHus

-Tenexom, 2017. - 247 c. - ISBN 978-5-9912-0470-5 : 619.00 p.

B) porpamMmMHoe odecrnieyenne u UHTepHeT-pecypcebl:

Www.intuit.ru — HarimoHanbHbINH OTKPBITBIA YHUBEPCUTET

1. Onepanronnsie cuctembl: cemeiictea Windows (ue umxe Windows 7), Linux.

2. J1ns1 BBIIOJIHEHUS J1aOOpAaTOPHBIX padbOT UCHOIb3yeTcs cnenuanusupoBanHoe [10:

ViPNet Client;

ViPNet Coordinator (Linux);
ViPNet Coordinator (Windows);

ViPNet SafeDisk

ViPNet DISCguise

ViPNet SafeDisk
ViPNet OFFICE;
ViPNet Personal
ViPNet Office Fi
ViPNet Office Fi
VipNet Personal

Mobhile;

Firewall Linux;
rewall Linux;
rewall;
Firewall.

9. MeToauyecKkue yKa3aHus 1Jisi 00y4al0UUXCsl 10 OCBOECHHUIO U CIUIIHHBI (MO1YJIs1)

Te

Opraau3zanus 1esTeIbHOCTH CTYACHTa

Jleknus

Hanucanme koHcnekTa JEKUUN: KPaTKO, CXEMAaTUYHO, MOCJEI0BaTENIbHO
(uKkcupoBaTh OCHOBHBIE  TIOJIOKEHHUS, BBIBOJBI,  (OPMYIHPOBKH,
000011eHus; TIOMEUYaTh Ba)KHBIE MBICIH, BBIIEIATH KIIOUEBHIE CIIOBA,
TepMuHbl. [IpoBepka TEpMUHOB, MOHATUH C MOMOUIBIO SHUMUKIIONEIUH,
CIIOBapeil, CIPaBOYHMKOB C BBIMMCHIBAHUEM TOJKOBAHUN B TETPalb.
O0603HaunUTh BONPOCHL, TEPMHHBI, MaTepuan, KOTOPHIH BHI3BIBACT
TPYAHOCTH, TIOMETUTh U TMOMBITATHCS HAWTU OTBET B PEKOMEHIyeMOit
autepatype. Eciu camocTosiTensHO HE ymaercs pa3o0parhCsi B
MaTepuaie, HEoOXoAuMO  CcOpMYIHpPOBaTH BOMPOC U  3a1aTh
npernoaBaTellto Ha KOHCYIbTAllUY, HAa TPAKTUYECKOM 3aHSATHH.

IIpaktuueckue

Ha MMPAKTHYCCKUX 3aHATHUAX BBIIIOJHAOTCA 3aldaHUA 110 o0ecreyeHuIo
PIH(I)OpM&I.[PIOHHOI’I 0€30IMaCHOCTH C HCIIOJb30BAaHHEM IporpaMMHO-
afrapaTHbIX CPEACTB, U3YUYCHHBIX BO BPEMs JICKIHUOHHBIX 3ansaTui. Kak
IMpaBUJIO, HAa KaXIOM 3aHATUHU CTYACHT HOJIDKCH IOKAa3aTb PE3YyJIbTAThbl
BBITIOJIHCHUSA MPAKTHYCCKOI'O 3aIaHUs TIPCTIOAaBaATCIIIO.

Bueaynuropnas
pabota

IMPEACTABIISICT coboit BU/J 3aHHTHﬁ, KOTOPBIC KaXKIbIi CTYACHT
OpraHu3yCT " IUIAHUPYET CaMOCTOATCIIBHO. CaMocTosTenbHas pa60Ta
CTYACHTOB BKJIFO4AacCT CaMOCTOATCIIbHOC HU3YUCHUC pa3aciioB
JUCITUITIIMHBI.

IloaroroBka K
3a4€Ty

[Ipu noaroroBke K 3a4eTy HEOOXOIUMO OPHEHTHPOBATHCS HAa KOHCIEKTHI
JIEKIUHI, pEKOMEHIYEMYIO JIUTEPATYPY U Jp.




8. I/IHq)OpMaIIHOHHbIe TEXHOJIOT'MHU, HCITOJB3YEMBbIEC IIPU OCYIHICCTBJICHUMN
06p330BaTeJH>HOF0 nmpouecca nmo IMCHUIVIMHE, BKJIKYad IEPEeUYCHb IPOrpaMMHOIo
odecrnevyeHus U I/IH(l)OpMaIII/IOHHBIX CIIPpaBOYHBIX CUCTEM (l'[pI/I HGOGXOJII/IMOCTI/I)

Tema (pazneinn) AUCHUIIITUHBI OO6pazoBarenbHble ITepeueHb IpoOrpaMMHOTO
u obecrieueHus 1
uH(GOPMAIMOHHBIE | WH()OPMAIIMOHHBIX CIIPABOYHBIX
TEXHOJIOTUHU CUCTEM

OCHOBBI HCIOJIB30BaHus NporpamMmuo- | [Ipakruueckas | MS Office 2010

anmapaTHBIX CPEICTB I 00eCIICUCHHUS AnmapartHble  KIIOYA ~ CEpHi

HHGOPMAIIMOHHOM 6E30MMacHOCTH. HASP, Guardant, eToken, ru-
Token.

Wnentudukamnus mons3oBateneii KC — | IIpakTrueckast MS Office 2010

CyOBEKTOB JI0CTYNA K JJaHHBIM Internet Explorer
AnmnapatHble  KJIIOYH  Cepui
HASP, Guardant, eToken, ru-
Token.

CpenctBa W MeToAbl orpaHudeHws | [IpakTmueckas MS Office 2010

nocTyna K (aiinam ArnmapaTHble  KIOYH  CEpHM
HASP, Guardant, eToken, ru-
Token.

OCOOEHHOCTM 3alllUThl JAHHBIX OT [TpakTrdeckas MS Office 2010

n3meHeHnd. [IporpammMHo-annaparHsle ArnmapaTHble  KIOYH  CEpHM

cpezacTBa mudpoBaHUs HASP, Guardant, eToken, ru-
Token.

[Toctpoenue nmporpammuo-anmapatusix | IIpaktuueckas | MS Office 2010

KOMIUIEKCOB MU (PPOBAHUS AnmapaTtHble  KJIIOYM  Cepuid
HASP, Guardant, eToken, ru-
Token.

Mertoasl u cpenctBa orpaHudeHus | IIpakTudeckas MS Office 2010

JIOCTyTa K KoMroHeHtam 9BM AnnapaTHble ~ KJIHOYM  CEepUid
HASP, Guardant, eToken, ru-
Token.

Oco0OEHHOCTA 3alIUThl JaHHBIX OT [IpakTrueckas MS Office 2010

u3Mmenenus. [IporpamMmmMmHo-anmnapaTHbie AnmapatHple  KJIIOYA  Cepuid

cpezacTBa mudpoBaHUs HASP, Guardant, eToken,
ruToken.

3amura OporpaMm  OT — H3Y4YEHHS. [IpakTrueckas MS Office 2010

AnmapaTHbeIl K04 C TOYKH 3pEHUS AnmapatHple  KJIIOYA  CepHid

AIIEKTPOHUKH. HASP, Guardant, eToken,
ruToken.

3amura oT paspymaromux | [Ipaktuueckas MS Office 2010

MIPOrPAMMHBIX BO3JICHCTBUI. AnmapaTHble  KJIIOYA  CepHid
HASP, Guardant, eToken,
ruToken.

9. Oco6eHHOCTH 0CBOCHHSI AUCHMIIIMHBI VI HHBAJIU/I0B U JJUI ¢ OrPAHHYCHHBIMU

BO3MOKHOCTAMMU 310POBbSA

06yquI/Ie o6y11aroumxc;1 C OI'paHUYCHHLIMHU BO3MOXKHOCTAMU 3J0POBbA IIPU HCO6XOIII/IMOCTI/I

OCYIICCTBJIACTCA Ha OCHOBC a,[[aHTI/IpOBaHHOﬁ pa60qel71 nporpamMmel € UCIIOJIb30BAHUCM




CHEIMAIbHBIX METOJIOB OOYYCHUS U JTUJIAKTHUECKUX MATEPUAIIOB, COCTABIICHHBIX C yIETOM
0COOCHHOCTEHN MCUXO0(PU3NIECKOTO Pa3BUTHSL, MHIMBUIyaTbHBIX BO3MOKHOCTEH U COCTOSHUS

3JI0POBbS TAKUX 00YJarOIIUXCs (00y4Jaromerocs).

[Tpu onpenenennu GopMbI MPOBEACHUS 3aHATHH ¢ 00Y4aIOUTMMCS-HHBAINIOM
YUUTBIBAIOTCS PEKOMEHIAIMH, COAEPKALLMECS B UHIMBUyaIbHOU ITpOrpaMMe peaduinuTanuu
MHBAJIUAA, OTHOCUTEILHO PEKOMEH/I0BAaHHBIX YCIOBUM U BUIOB TPYAA.

[Tpu HeoOXomUMOCTH 1Tt 00YUAIOIIUXCS U3 YKMCIIa MHBAJIHU/IOB U JIUI] C OTPAaHHYCHHBIMH
BO3MO>KHOCTSIMH 3/I0POBBSI CO3AAI0TCS CIIEUAIBHBIC PA00YNe MECTa C YI€TOM HapyIICHHBIX
GyHKIUH ¥ OTpaHMYCHUN )KU3HEACSI TEIHHOCTH.

10. MaTepuajibHO-TEXHUYECKOE 00ecTeYeHue N CIUMIMHBI

JJis  mpoBeACHUS JIGKIIMOHHBIX 3aHATHH HWCHOJIB3YIOTCS OOBIYHBIC, U B HEKOTOPBIX
ClIydasix, MyJIbTHMEIUHHBIC aymuTopuu. [IpakTHueckne 3aHATHS MPOBOAITCS B KOMITBIOTEPHOM
kiacce ¢ JIBC, cBszanHoit MuTepHeroM. [[yisi mpoBeneHusi BCeX BHJIOB 3aHATUH HEO0OXOAMMO
MIpe3eHTAlMOHHOE 000pYyA0BaHKe (MYIbTUMEAUWHBIN IPOEKTOP, HOYTOYK, 3KpaH) — 1 KOMIUIEKT.
Jis mpoBeACHHUS TPAKTHUYSCKUX 3aHATHH HEO0OXOJUMO HaMYHe KOMIBIOTEPHBIX KJIACCOB,
000pYIOBAaHHBIX COBPEMEHHON BBIYMCIUTEIIPHON TEXHUKOW U3 pacdera 0JHO pabodee MECTO Ha
0JTHOTO 00yJaemMoro.

Tt apdexTuBHOM pabOTH B paMKax JAMCIHUILIAHBI PEKOMEHAYETCS UMETh BO3MOYKHOCTH
paboTaTh ¢ TIAKeTaMHU CIEIUAIM3HPOBAHHBIX TPOTPAMM, COXPAaHEHHBIMH Ha ChEMHBIX
HAKOITUTEJSIX HHPOPMAITHH.

JIJIs BBITIOJTHEHUS JTA0OPATOPHBIX PadOT UCTOJIB3YETCs CIEIUATM3UPOBAHHOE AIIIapaTHOE
obecrieueHue:

Craprossrit kommuiekT SDK Sentinel HASP Pro;

Craprossriit kommuiekT SDK Sentinel HASP Time;

Craprossrit kommiekT SDK Sentinel HASP Net;

Craprossrit kommiekT SDK Sentinel NetTime;

Craprossrit kommuiekT SDK Sentinel HASP Drive.

Amnmapatasie ktoun cepuit HASP, Guardant, eToken, ruToken.

VYueOHasi ayauTOpuu Uid MPOBENEHHUS 3aHATUN MPAKTHUYECKOrO THUMA - YKOMIUJIEKTOBaHA
CHEIUaTU3UPOBAHHON (Y4eOHOM) MeOebI0, TEXHUYECKUMHU CPEACTBAMU OOYYCHHS, CITY)KAIlIMMHU
JUIS TIpe/icTaBIeHHs yueOHOM nHpOopMaLHH.

[Tomemienue [uist XpaHeHHsI U MPOPUIAKTUYECKOTO OOCITY)KHBaHUS y4eOHOTO 000pYAOBaHUS —
YKOMIUIEKTOBAHO  CIICHUAIM3UPOBAHHON  MeOenblo  JUIsi  XpaHeHUus O0O0OpyAOBaHUA U
TEXHUYECKUMU CPEJICTBAMU JJISl €ro OOCITyKUBAHHUS.

JlaGoparopus — koMibioTepHbIi Kiacc ¢ JIBC cBsi3aHHOW ¢ HHTEPHETOM U MYJIbTHUMEIUA.
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