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1. lean u 3apa4n OCBOEHMSI M CITUIIJIMHBI
]_le.]'lb AUCHUINIJIUHBI — I/ISY‘IGHI/IG CTy,[[eHTaMI/I OCHOBHBIX TGXHOHOI‘I/Iﬁ 3allIUThI I/IH(I)OpMaLII/IOHHI:IX

cCUCTeM, MeTOoAoB obecredeHuss WHGOPMAlMOHHONW 0e30MacHOCTH, MPHUOOPETEHHE HAaBBIKOB
MIPUMEHEHHUSI CPE/ICTB 3alUThI HH(OPMALIUU.
OcHoBHbIE 337]a41 AUCIUILITUHBI:

— H3YUYUTH THUIIBI I/IH(bOpMaHI/IOHHBIX CHUCTEM

— U3YYUTh TEXHUYECKOE U MPOTPaMMHOE oOecriedeHrne HH(POPMAIIOHHBIX CHCTEM.
— M3YYHTb TEXHOJIOTUH oOecrieueHus: MHPOPMAIMOHHOM 06e301acHOCTH B MH(POPMAIIMOHHBIX

CHUCTEMax

— TOJYYUTh HaBBIKM PUMEHEHHMSI CPEJICTB 3allUThI HH(DOpMALIUU
To CCThb, 3aia4aM¥ JUCHUIUINHBI ABJIACTCA U3YUCHUC MOHATUITHOT'O arrapara AMCHUIIIINHBI,
OCHOBHBIX TEOPETUUECKHUX MOJOKEHUH 1 METO0B, OPMUPOBAHNE YMEHHI 1 IPUBUTHE HABBIKOB
MMPUMCHCHUSA TCOPCTUICCKUX 3HAHUU AJId pCHICHUS MMPAKTUYCCKUX WU TPHUKIIAAHBIX 3aa4.
2. MecTo TUCHMILUIMHBI B CTPYKTYpe OCHOBHOM npodeccuoHAJIbHON 00pa3oBaTeIbHOM

NPOrpaMmbl

JlucuunimHa OTHOCUTCA K JUCIUIUIMHAM 1o BeIOopy b1.B.JIB.7. M3ydenne AUCHUIIITMHBI
TpeOyeT BXOJHBIX KOMITETEHITNH, 3HAHWUI, YMCHUN ¥ HABBIKOB, TIPETyCMOTPEHHBIX CJICTyOIIHMH

KypcaMu:

e  OCHOBBI TEOpUU CUCTEM U CUCTEMHOI'O aHAJIN3a
e OrnepaloHHbIE U TEJIEKOMMYHHUKAIMOHHBIE CUCTEMBI
e HudopmManroHHbIE CUCTEMBI U TEXHOJIOTHH

3. IlepevyeHpb NJIAHMPYEMBIX Pe3yJIbTATOB 00y4eHHs
[Iponecc n3yueHust TUCIUIUIMHEI HanpaBjieH Ha GpopmupoBanue komnerenun [1K-5 ; [TK-6

Tabnumna 1.

TEXHUYECCKOC 3aJaHHE Ha
OCHOB€ BbIfIBJICHHbBIX H

Kateropus Konx n naumenoBanme Ko u HamMeHOBaHHe HHANMKATOPA
oomenpodeccn | 00LIENPOPECCHOHATLHON | AOCTHKEHHUsT 001enpPodecCHOHATBHOI
OHATBHBIX KOMIIETeHIIH U KOMIIeTEeHIIUN
KOMIIETEeHLM I
ITK-5. Cnocoben | UIIK-5.1. [IpumenATH CTaHJapThI
pa3padaTbiBaTh odopMIIeHHS] TEXHUUYECKHUX 3a/IaHUI

NTIK-5.2.
MOPSAIOK paboT MO CO3JJaHUIO U CJIa4Y€ CUCTEMBI

PazpabarbiBaTh U OMUCHIBATH

COIJIACOBAHHBIX NATIK-5.3. IlpencraBiarh M 3alIMIIATh
TPeO0OBaHUI K CHCTEMe M | TEXHHYECKOTO 3aJaHHsI Ha CUCTEMY
nmojcucTeMe NJITIK-5.4. OnuceIBaTh 00BEKT,
aBTOMAaTU3UPyEMON CUCTEMOH, o0Imux
TpeOOBaHUH K cHcTEME
IK-6. Cnocoden | UITIK-6.1 [TpoBepsaTs Ka4ecTBO
BBISIBJIAATH  PUCKH  HA | pa3paboTaHHBIX TpeOOBaHWI K cucreMe u
OCHOBeE NPOBEICHHOI0 | TIOJICCTEME
a”Hagmu3a TtpeOoBanmii k | UJIIK-6.2  Ananmus3upoBaTb  BO3MOXHBIE
cucTreme MO3UTHUBHBIE U  HETaTUBHBIE  COOBITHA,
MOCJECTBHSI U OOCTOSTENBCTBA
NAIIK-6.3  IIpuMeHATb OCHOBBI  TEOPUM

yIIpaBJIEHUS PUCKAMHU

4. CTpyKTYypa ¥ coJepKaHue TUCHHIIMHBI




4.1. O0beM JUCHUIIINHBI

O0bEM AUCLUILUIMHBI COCTABIAET & 3aYETHBIX SAUHULL, 288 aKkaIeMUUECKUX YaCOB.

Tabnuna 2.
OO0beM AUCHUILTUHEI IO BHIaM YUeOHBIX 3aHITHIA B aKaIEMUIECKUX Jacax
O0béM TUCUMILTUHBI Bcero yacos
Ounas popma
o0yueHust
O0BbeM TUCHUILIHHBI 288
KonrakTHas padora 112
o0yJaromuxcs c
npenojaBarejeM (Mo BHIAM
ayJIMTOPHBIX Y4eOHbIX 3aHSATHI)
— BCero:
B TOM YHCJIE! -
JIEKIIUU 56
3aHATHUSL CEMUHAPCKOTO TUTIA! 56
71ab0paToOpHbIC 3aHITH
CamocrosiTeibHasi  padora 176
(nanee — CPC) — Bcero:
B TOM YHCJIE! -
KypcoBasi paboTa
KOHTpOJIbHas paboTa
Bun NMPOMeKYTOUHOM | 3auer, IK3aMeH
arrecTaluu
4.2. CTpyKTYpa AUCUMIITUHBI
Taomuua 3.
CTpyKTypa IUCHUIUIMHEI 17151 OYHOU (HOpMBI 00yUeHUS
No Paszpnen Buabl yueOHoi ®opmbl ®opmupyembie| MHaukaTopsl
AUCHHUIJIMHBI paboThbl, B T.4. TeKyllero KOMIIETCHIIUHN | JOCTHKEHHS
caMocTosiTe/ b KOHTPOJIfA KOMIIeTeHIHii
Has pa0dora ycneBaeMoCTH
o| CTYAEHTOB,
§ yac.
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1| WHdopmaumoHH | 7 | 4 4 16 | Joxman IMK-5 WIIK-5.4
::T%Twc;:uhgbulﬁoa [pakTuueckas MK-6 UJIK-6.1
aHHble pabora
MH¢pOpPMaLMOHH
blé TEXHOJIOMUN.
2 | Undopmaumonn | 7 | 4 4 |16 | [IpakTuyeckas MK-5 NJIIK-5.1
oe obecneyvyeHue pabota MK-6 VITIK-6.2
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e HHdopmaruzaiys COBpeMEHHOT0 OOLIECTBA;

e [lonsaTue nHMHOPMAIIIOHHON TEXHOIOTUU

e Dramnsl pa3BUTH UHPOPMALIMOHHBIX TEXHOJIOTUI

Bunbl vHQOpMaIMOHHBIX TEXHOJIOTUN
[TonsaTue, Ha3HaueHUE UH(OPMAIIMOHHON CHCTEMBI
CtpykTypa, 31€eMEHThl aBTOMAaTU3UPOBAHHONW MH(POPMALIMOHHON CUCTEMBI

Paznen 2 Undopmanuonnoe odecneuenue UC

Bunbl skoHOMHUECKOH HHPOpMAIIT

CocraB HH(POPMAITMOHHOTO 00€CTICUeHUS
Cuctema JOKyMEHTAIMH U IOKyMEHTO000pOT
ba3bl 1 6GaHKM JaHHBIX

Pa3nen 3 Texunueckoe u nporpammuoe odecneuenue UC. CereBbie TEXHOJIOTHI

[TonsiTne, Ha3HAYEHNE KOMIIBIOTEPHBIX CETEH.
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3 | TexHuveckoe u 6 6 |18 | Joknan K-5 MJIIK-5.3
gg:gﬁi":g"::; [pakTnyeckas IIK-6 N/IIK-6.2
MUC. CeTeBble pabora
TexHonornm

4 | OpraHusauus u 6 6 |18 | IlpakTuueckas IK-5 WJIIK-5.3
akoHomuka UC pabora IIK-6 NTIK-6.3

5 | MHdopmaumoHH 6 6 |18 | Joknan K-5 WJIIK-5.2
g" I[MpakTryeckas MK-6 WJIK-6.1
Mté'sonacuocm paGota

6 | CrangapTbl 6 6 |18 | Hokmaxg K-5 W/IIK-5.2
g;cbopmauuouu [TpakTrueckas MK-6 NIIK-6.2
6e3onacHocTH pabora

7 | TexHonorumn 6 6 18 Jloknan IIK-5 HNJTIK-5.4
MexceTeBbIX [IpakTuyeckas ITK-6 NJIIK-6.1
3KpaHOB paGota

8 | OcHoBbI 6 6 |18 | IlpakTuueckas MK-5 WJIK-5.1
BMpTYaRLHEIX padora e MG
3aLMLLEHHBIX
ceten VPN

9 | TexHonoruu 6 6 |18 | Joknan K-5 WJIIK-5.2
o6HapykeHus IpaxTHyecKast MK-6 MJIIK-6.2
BTOPXEHUN paGoTa

1 anaBn?HMe 6 6 |18 Jokian IIK-5 MJTIK-5.1

0 geTeBou [IpakTuueckas IK-6 WJIITK-6.3.
€30MacHOCTLI0 pa6ora

UTOTO 56 | 56 | 176 - - -
4.3. Conep:xanue pa3ie0B TUCHUILINHBI
Paspen 1.MupopmanmoHHBIe CHCTeMbl. ABTOMATH3MPOBAHHbIC HH(POPMALMOHHBbIE
TEXHOJIOTHH.




e [losnenue, pa3BuTue CTpykTypa cetu Internet
e CnyxOsbI (cepBuchl) MaTepreT
e OO6navHbIe TEXHOJIOTHH
e CucremMHOE NMPOrpaMMHOE 0OecrieueHne
e [IpuknasHoe mporpaMMHOE oOecrieueHue
e DKCIEPTHBIE CUCTEMBI
e 3ammTa IporpaMMHBIX MPOJYKTOB
Paznean 4 Opranu3zanus u s3xkonomuxka UC
e OpraruzannoHHOE obecneueHne nH(POPMAITMOHHBIX CHCTEM
e OpraHu3anus aBTOMaTU3MPOBAHHOIO pabouero Mecra
e Croco0bl opranu3anyuy HHPOPMAITMOHHBIX TEXHOJIOTUH B MH()OPMAIIMOHHBIX CUCTEMaX
e 3arparhl HA CO3J]AHKE M SKCIUTyaTalUI0 HHPOPMAITMOHHBIX CUCTEM
e [lokaszarenu 3¢(peKTUBHOCTH UH(OPMAIIMOHHBIX CUCTEM
Pa3zpnen S Undopmannonnas 6ezonacaocts UC
e HeoOxomumocTh obecrieueHnsi HHGOPMAIIMOHHON 0€3011aCHOCTH
e Buael yrpos
e Metoabl 3amUTH HHPOPMAITMOHHBIX CUCTEM
e CpencTBa 3aUThl THPOPMALTMOHHBIX CUCTEM
Paznen 6 CranaapTbl HHPOPMALMOHHOK 0€30MIACHOCTH
e OOmue KpuTepun
e ['OCT no 3amure nHGOpPMAITIH
e ['pymma cragmapros 1SO27000
Pa3zpen 7 TexHoJiorum Me:xceTeBbIX IKPAHOB
e Pa3BuTHE TEXHOJIOTUI MEXKCETEBbIX SKPAHOB
e  OUIBTPHI MAKETOB
e MeskceTeBble SKpaHbl YPOBHS COSTMHEHUS
e MeskceTeBble SKpaHbl MPUKIATHOTO YPOBHS
e MesxceTeBble SKpaHbl YPOBHS sijipa
Paznen 8 OcHoBBI TeXHOI0TMI BUPTYAJIbHBIX 3allMIIeHHBIX ceTeli VPN
e TyHHenupoBaHHe
e IIpotokomn IPSec
e [ludpossie cepTuduraTs
e [Ipumepsl otreuectBenHoro nocrpoenus VPN
Paznen 9 TexHosnornu ooHapykeHUs BTOPKeHUI
e Mozenu cucteM 0OHapyKEeHUsI BTOPKEHUI
e Kiaccugukanus cucrem oOHapy>KeHUs BTOP>KEHUI
e OOHapyXeHUEe CUTHATYp
e OOHapyXeHUE aHOMAJTHi
e Meronbl 06X0/a cUCTEM OOHAPYKEHUSI BTOP>KEHUI
Paznen 10. Ynpasienue ceTreBoii 0€3011aCHOCTbIO
e ba3zoBas TepMuHOIOTHS
e CranjapTu3anus CUCTEM U MPOIECCOB YIPaBICHUs HHPOPMALIMOHHOM 6€30MaCHOCTHIO
e [lonutuka nHpOPMAIIMOHHON 0€30MaCHOCTH
e VmpaBiieHHE U CUCTEMa yIpaBJieHUs HH)OPMAITMOHHOM 0€301MaCHOCTHIO
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4.4, CopepxaHue NpakTHYeCKUX pador

Tabnuna 4.

CogepxaHue NPaKTUYECKUX 3aHITUN U1 O4HOM popmbl 00yUeHus

Ne TeMBI
JAACHUATLINHBI

TeMaTuka NPAKTHYECKUX 3AHATHH

Bcero uacos

1 Pabora c cereBbIMU yTUIUTAMU

Pabota ¢ aHaau3aTopom mpotokosoB Wireshark

2
3 VYmpasienue goctynom K daiinam Ha NTFS
3

BrisiBnenue yszsumocteii ¢ nomouipro Microsoft Baseline
Security Analyzer

NININ|DN

Hcnonp30Banue ckaHEPOB 0€30MacCHOCTH JUTS Oy YCHHS
UH(POPMALIUU O XOCTaX B CETH

o

Berpoennsiit MmexcereBoii axpan Windows Server

[udps! 3ameHbI

[ToroxoBbie mHQPHI

Hcnonp3oBanue nupoBeIX cepTH(PHUKATOB

Cosnanue nentpa ceprudukanuu B Windows Server

[udpoBanre TaHHBIX MPU XPAaHEHUH

Hacrpoiika nporokomna IPSec 8 Windows Server

HWcnonp3oBanue Microsoft Security Assessment Tool

O O NN[(O>|Oo1Oo1] B>

MatpuyHblii OJIX0]] K aHAIIU3Y PUCKOB

[EEN
o

Pa3paboTka nmonutuku nHGOPMaMOHHON 06€30MacHOCTH
OpraHu3aIu

B N I e e R B

10 Ananu3 puckos Ha ocHOBe [10 «Puck /letexTop»
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5. IlepeyeHb Y4eOHO-METOAMYECKOr0 o0ecmeYeHUs] CAMOCTOSTEIbHON PadoThI
o0yuaruuxcsi Mo JUCHUNJINHE

Tabmuma 5.

Ne pa3zzesia Kypea u
TeMbI
CaMOCTOAITEIbHOTO
HU3y4eHHs

Copnep:xaHue BOIPOCOB U 3aJaHUH 1JIsI
CaMOCTOSITEJILHOTO U3yYeHUsI

UHopmaumnoHHble
CUCTEMBI.
ABTOMaTU3NPOBaHH
ble
MH¢OopMaLMOHHbIE
TEeXHONOruun.

CoBpeMeHHasl 3a1uTa ceTei

CTtaHpgapThbl
MHOPMaLNOHHON
6e3onacHocTun

HopmartuBHoe obecnieuenne nHPOpMaMOHHON
0e30macHOCTH

OpraHusauusa u
3koHomuka UC

Vr PO3bI UHTCPHCT CCTOAHAIIHCTO AHA




Ne pa3znena kypca u Conep:kaHue BONPOCOB U 3aJaHUI J1JIA
TeMBbI CaMOCTOSITEJILHOTO U3YYEeHUsI

CaMOCTOSITEILHOIO
U3yYeHHs

OcHoBbI TexHonoru | Kpantosast KpUrrorpagus
BUPTYyalnbHbIX

3allMLLEeHHbIX ceTen
VPN

a

2.

A
3

4

6. OneHOYHBbIE CPeACTBA VISl TEKYIIero KOHTPOJISI YCIIeBAeMOCTH U MPOMEKYTOYHOM
TTECTAIUM [0 UTOTAM OCBOEHHUS TUCHMUILINHBI

6.1. Texymuii KOHTPOJIb
Texkymuii KOHTPOJIb IPOBOAUTHCS B POpPME T0KJIa/1a U BHIMOTHEHUS IPAKTUYECKUX PaldoT.
ITpumMepHbIe TEMBI K JIOKIAAY:
1) WHTemiexTyanbHas COOCTBEHHOCTD B YCIOBHSX PHIHOYHOU SKOHOMHKH
2) Teopus U mpaKTHKa OXpaHbl aBTOPCKOT'O MpaBa 3aKOHAMU rOCy1apCcTBa
3) Oobecneyenne nHPOPMAITMOHHON OE30MACHOCTH HA MPEANPHUITHH
4) CoBpeMEeHHbBIN TPOMBIIIJICHHBIH MIITHOHAK
5) Cpencrsa 60pb0ObI C MPOMBIIIIICHHBIM HIMTHOHAKEM
6) Cucrembl Kpuntorpaduu JaHHBIX
7) TlporpammHasi 3aiiura Mpu nepeaade JTaHHbIX
8) IIporpammHas 3aIiUTa HHTEIUICKTYaIbHON COOCTBEHHOCTH
9) DieKTpOHHAs MOIIKChH
10) O6HapyxeHne XaKepPCKHUX aTak
11) Vicniosib30BaHKe 3aIIUT IS OTPAKEHHS XaKEPCKUX aTak
Kputepuu oneHku 10KJIa/10B
JlokIaz 3a4TeH, eciu:
KauectBo noknana:
1.1. — mpou3BOIUT BBIAAIOIIEECS BIIEYATIIEHUE, COTPOBOXKIAETCS HILTIOCTPATHBHBIM
MaTepHaJIOM;
1.2. — yeTKo BBICTPOEH;
Hcnonp30BaHne IEMOHCTPAIIHOHHOTO MaTepHaa:
2.1. — aBTOp MpenCTaBUI IEMOHCTPAIIMOHHBIN MaTepHrall U MPEKPacHO B HEM OPUEHTHPOBAJICS,
2.2. — ACTIOJIB30BAJICS B JIOKJIAJ/IE, XOPOIIO OPOPMIICH, HO €CTh HETOYHOCTH;
KauecTBO OTBETOB Ha BOIPOCHI:
3.1. — oTBeYaeT Ha BOMPOCHI,
3.2. — HEe MOKET OTBETUTH Ha OOJILITUHCTBO BOMPOCOB;
YeTKkoCTh BBIBOJIOB:
4.1. — NOJTHOCTBIO XapaKTEePU3YIOT paboTy;
4.2. — HEYETKH;

Jloknaa He 3a4TeH, €CIIH:
KauectBo gokmana:
1.1. — paccka3bIBaeTcs, HO HE OOBSICHSACTCS CYyTh PaOOTHI;
1.2. — 3aunTHIBaETCA.
Hcnonps3oBanne 1eMOHCTPAIIMOHHOTO MaTepuaa:
3.1. —mpencTaBiIeHHBIN IEMOHCTPAIMOHHBIN MaTeprall HE HCIIOIh30BAJICS

OKJIQYUKOM I OBLT 0pOpMIIEH TIIIOX0, HETPAMOTHO.
. KauecTBO OTBETOB Ha BONPOCHI:

3.1. — He MOXKET YeTKO OTBETUTH Ha BOIIPOCHI.
. UeTKOCTh BEIBOJIOB:



4.1. — uMeroTCs, HO HE TOKA3aHEl.

IIpumMepHoe 3a/1aHKe HA PAKTHYECKYIO paboTy:

[TpakTuaeckast pabota Nel. «Pabora ¢ ceTeBBIMU YTUIIHUTAMU.

Llenp: Ioxyuenne 0a30BBIX HaBBIKOB 10 paboTe ¢ yruiuTamu Ping, traceroute, mtr u
tracemap

3amanne: O3HAKOMHUTBCS C paOOTOM CETEBBIX YTHIIUT

Xox paOoTBhl.

1. C moMompr0 yTHIUTHI PING IPOBEPUTH COCTOSIHHUE CBS3HU C Y3JIaMH.

2. ITpu momony yTuHThI traCeroute mpon3BecTy TPACCUPOBKY Y3JIOB.

3. IlostyunTh MapuIpyT NPOXOXKAECHUS MAKETOB 10 OJHOIO U3 3aJjaHHBIX B BapUaHTE y3JI0B
IPY TIOMOIIM YTHIIHUTHI PiNg.

4. OnpenenuTs MapuIpyT MIPOXOXKICHHSI TAKETOB 10 Y3J1a IIPU MTOMOLIM YTUIUTHI MLT.

5. [octpouTs rpaduveckyro KapTy TPACCUPOBKHU K 3aJaHHBIM y3J1aM IPH MTOMOIIU YTHIUTHI
tracemap.

B oTuer no BBINONHEHHIO NPAKTHUYECKON pabOThl BKIKOYMTH PE3YJbTaThbl XOJA BHIIOJHEHUS
paloThl, CKPUHILIOTHI PE3YIbTATOB BHIIOJIHEHUS OCHOBHBIX KOMaH/I.

[MpakTrueckas padora No2. «Pabota ¢ aHanmi3aropoM mpotokosioB Wiresharky.

Lenb: [TomydyeHre 0a30BbIX HABBIKOB [0 PabOTe ¢ aHATU3ATOPOM IPOTOKOIOB Wireshark.

3ananue: 3aXBaTUTh U POAHATIN3UPOBATH MAKETHI

Xon paboThlI.

1. 3axBatuTh 5-7 makeTOB MIMPOKOBEIIATENbHOTO Tpaduka. Pe3ymprar CcOXpaHUTh B
TEKCTOBBIN (paiiI.

2. 3axBatuTth 3-4 nakera ICMP, mony4eHHBIX OT omnpenesieHHoro y3mna. s renepupoBanus
[aKEeTOB BOCIOJIb30BAThCS YTHIMTON PiNg. Pe3ynbTaT COXpaHUTh B TEKCTOBBIN (haiii.

3. [lepexBaTuTh MaKeTHl, CO3IaHHBIC YTHIINTON traceroute mis ompeneneHus MapuipyTa K
3ajaHHOMY y3iy. [lo pe3ynbratam moctpouth quarpammy Flow Graph. [duarpammy coxpaHHTbH
100 B BUJE TEKCTOBOTO (aiina, 1100 B BUIE N300paKeHHS.

[TpakTueckas paborta Ne3. «Yopasnenue nocrynom k Qaitnam Ha NTFSy.

[lens: IlpuoOpereHre NpPaKTUYECKUX HABBIKOB HACTPOWKHU pa3pelieHui Ha JOCTyH K
(aiinam B onepaoHHbIX cucTeMax cemeiicrea Windows.

3ananue: MccnenoBarh HaCTpOHKH pa3peleHus 0cTymna K dainam

Xoxa paboTshl.

1. B cBoeil namke Ha JOWMCKE BUPTYyaJbHOM MallMHBI CO3JalTe TEKCTOBBIM (ailn ¢
IIPOU3BOJIBHBIM coepkanueM. Ilocmorpure ero paspemieHuss Ha Briajgke «be3omacHOCTBY.
[Ipoananmsupyite TEKyLue pa3peeHus

2. O3HakoMbTech C paspemieHusMU. KoTopble MOXKHO JaBaTh Ha Manky Wiau Qain B
Windows.

3. ITocmoTpute paspernienus Ha manky Program Files. Onumure B oTYeTe, KaKUM IpyIIam
KaKue pa3pelieHns JalTcs Ha Ty MallKy, Ky/1a 10 YMOJIYaHUIO0 YCTaHABIIMBAIOTCS IPOTPAMMBI.

4.C nomolisto yTrianThl icals.exe uiu cals.exe coxpanure texynmit ACL BeIOpaHHOTO BaMu
daiina B TekcroBbiid Qaiin. [IpenoctaBere monb3oBarento Student paspernieHue Ha M3MEHEHHE
na”HOTrO (haiina.

B oTuer moO BBINONHEHHIO MPAKTUYECKOW pPAOOTHI BKJIIOYMTH peE3yJbTaThl aHAJIM3a XoJa
BBINOJIHEHUS paOOThl CKPUHIIOTHI Pe3yJIbTATOB BHIITOJHEHNUSI OCHOBHBIX KOMAaH/I.

[MpakTrueckas padota Ned. «BwisBienue ys3BuMocteit ¢ momorso Microsoft Baseline
Security Analyzer.

Ilens: IlpuoOpeTeHne MNpakTUYECKMX HABBIKOB BbIABIEHUs ysa3BuMmoctet B 1O
npou3BozacTBa KoMnanuu Microsoft ¢ momonipro crnenuanu3upoBaHHOTO MPOTPAMMHOTO CPEZCTBA
Baseline Security Analyzer

3ananue: IlpoBepuTh ypoBeHb  0O€30MAaCHOCTH  YCTAaHOBJICHHOM  KOH(HUryparuu
orepannonHoi cucremsr Windows




Xon paboThI.

1. OueHuTs ypoBeHb ySA3BUMOCTH KOMIIBIOTEPA

2. Onucarp Kakue IPOBEPKH MPOBOJMINCH, B KaKOH 00jacTu 0OHapy:KeHO HauOoJbllee
KOJIMYECTBO YSI3BUMOCTEH.

3. Onucath HanboJee cepbe3HbIe YSI3BUMOCTH KaX10T0 THIIA, BHIIBJICHHBIE HA KOMIIBIOTEPE
B oTuer nO BBINONIHEHHIO MPAKTUYECKOH pPAOOTHI BKJIKOYMTH pPE3yJbTaThl aHaJIM3a XoJa
BBINOJIHEHUS paOOThI CKPUHILIOTHI PE3yJIbTATOB BHIIIOJHEHHUS OCHOBHBIX KOMAH/I.

[TpakTueckass padora NeS. «Mcnonp3oBaHHE CKaHEpPOB OE30MACHOCTH IS MOJIYUYEHHS
uH(pOpMaLUU O XOCTaX B CETH

Llens: IlproOpeTeHrne NPAKTUYECKHX HABBIKOB ONpeAeieHUs pabOTaIoOMIMX CETEeBBIX
IPUIIOKEHUHN C TIOMOIIBIO CETEBOI0 CKaHepa 0€30ICHOCTH.

3aaHue: IPOBECTH MCCIIEI0BAaHUE /Il BUPTYAIbHBIX MAIIMH C IOMOLIBIO YTUIUTBI NMap.

Xon paboThlI.

1. BpimonHWTE CKaHUPOBAHUE IMPU BKIIOUYEHHOM MEXCETEBOM 3KpaHE BUPTYalbHOMU
MAalIWHbI, [IOTOM IIPH OTKIIOYEHHOM.

2. OnumuTe ¥ NpOaHATM3MPYWUTE MOJY4YEHHBIE pe3ynbTaTbl. Kakue cereBble CIyKObI
3aIlyIIEeHbl HA BUPTYaJIbHBIX MallIMHAX?.

3. VYcraHoBuTe BHpTyalbHyI MamuHy poib «Web-cepBep», MOBTOPHO BBINOJIHUTE
CKaHUPOBAHHUE.

B oTuer noO BBINONHEHHIO MPAKTUYECKOH pPAOOTHI BKJIKOYMTH pPE3yJbTaThl aHaJIM3a XoJa
BBINOJIHEHUS pabOThl CKPUHILIOTHI PE3yJIbTATOB BBIIIOJHEHHUS OCHOBHBIX KOMAaH/I.

[MpakTrueckas padora Ne6. «BerpoeHHblit MexceTeBoii akpan Windows Server.

Llenb: IIpuoOpereHne MpakTUYECKUX HABBIKOB HACTPOMKHM MEXKCETEBOI0 IKpaHa.

3a/laHue: HaCTPOUTh MEXKCETEBOM IKpaH

Xon paboThlI.

1. OTKpBITE OKHO yHpPaBIEHUS MEKCETEBBIM d3KpaHOM. OnucaTh AEUCTBYIOLINE HACTPOUKH.
CoznaTe HOBOE MPABUIIO.

2. Haiitu npasuiio, paspemaroiiee otcbuiky |ICMP-makeros echo request. ITposeputh ero
paloTy JuIst y371a U3 JIOKAIbHOM MM BHEIIHEH CceTH.

3. Coznath mpaBmiio, 3anpematoiiee ornpaBky |CMP-niakeToB Ha manHbIH y3em. [IpoBepuTh
ero pa0ory.

4. AKTUBHpOBaTh BEJICHHE J>KypHala. BBIMOMHUTE KOMaHAy PINg s TPOBEPKH
JOCTYITHOCTH Y3714, 17151 KOTOPOTO CO3JaBajioch OoKkupyrouiee mpasuio. [IpoBeputs conepxumoe
(haiina xypHaa.

B or4er mo BBINOJIHEHUIO NPAKTUYECKOM pabOThl BKIIOYHUTH pe3yJdbTaThl aHAIM3a XoJa
BBITIOJTHEHUS pa0OThI CKPUHIIOTHI PE3yJIbTaTOB BHINOJIHEHNS OCHOBHBIX KOMaH/.

[Tpaktuyeckas padora Ne7. «I1Iudper 3amMmeHbI».

[{enb: MOMY4YUTH MPAKTUUECKHE HaBBIKKM KpUIITOAHAIHN3A MK (pa MpOCTON 3aMEHBI.

3aganue: AemuppoBaTh TEKCT 3alIU(pPOBAHHBII METOOM MPOCTOH 3aMEHBI

Xox paboTshl.

1. IToxyuuts y mpemnoiaBatens 3amiupoBaHHbIN TEKCT.

2. HaliTi OTHOCUTENBHYIO YaCTOTY BCTPEYAEMOCTH CHMBOJIOB 3alIM(PPOBAHHOTO TEKCTA.

3. Hcnonb3yst METOJI YaCTOTHOTO aHaIM3a U OCOOEHHOCTH PYCCKOTO sI3blKa JeM(poBaTh
TEKCT.

4. B ¢aiine oryera mpeacTaBUTh 3aIIM(POBAHHBIN TEKCT, TaOJIUIly 3aMEHbl CUMBOJIOB M
nemudpoBaHHBINA TEKCT.

B or4er mo BBINOJIHEHUIO NPAKTUYECKOM pPabOThl BKJIIOUUTH pe3ydbTaThl aHAIM3a XoJa
BBITIOJTHEHUS pa0OThl CKPUHIIOTHI PE3yJIbTaTOB BHINOJIHEHNS OCHOBHBIX KOMaH/I.

[Tpaktuyeckas padora Ne§. «IloTokoBbIe MHU(PBD).

[lenb: mpuoOpecTH MpakTUYECKUE HABBIKU MIKU(POBAHUS U JNEUIU(PPOBAHUS TOTOKOBBIX
M dpos.

3ananue: 3auppoBaTh TEKCT C MOMOIIBIO CABUTOBBIX PETUCTPOB C 0OPaTHOM CBS3bIO



Xon paboThI.
1. TTosnyunTh CXeMy perucTpa CIBUTa, TEKCT COOOICHHS U KIIOY..
2. BpIuMCIUTh T'YMMUPYIOILYIO IOCJI€I0BATENbHOCTb.
3. 3ammdpoBatk cOOOIIEHNE C TOMOIIBIO TAMMBI U TIEpEeIaTh €r0 HAAPHHKY.
4. IToay4uTh OT HalmapHUKa 3alIM(PPOBAHHOE COOOLIEHHE, KU U CXEMY PErHCTpa C/IBUra.
5 IlpousBecTu AemU(PAIUIO TOIYIEHHOTO 3an(POBAHHOTO COOOIICHNUS
B or4er mo BBINOJIHEHUIO NPAKTUYECKOM pPAaOOThl BKIKOYUTH pE3yJbTaThl aHAIM3a XoJa
BBITOJIHEHUS paOOTHI CKPUHIIOTHI PE3yJIbTATOB BHIITOJHEHNUS OCHOBHBIX KOMAaH/I.

[Tpaktrueckas padora Ne9 Mcrnonp3oBanue nudpoBbIX cepTU(HUKATOB.

[lens: O3HaKOMJIEHHE C TOPAIKOM HCIONB30BaHUS IUGPPOBBIX cepTtudukatoB X.509 B
IPOTOKOJIAX 3amuThl JaHabix SSL/TLS S/MIME
3aganue: pacCMOTPETh BOIIPOCHI UCTIONB30BaHUS IU(POBBIX CEPTHPHUKATOB
Xon paboThI:
1 [TocMoTpeTh MapamMeTphl cepTHQUKATA KAKOTO-ITHO0 3aIUIICHHOTO caiiTa. OnucaTh KeMm,
Ha KaKoW CpPOK, JUIsl KAKOTro cyObeKTa cepTU(UKaT ObUT BbIJIaH.

2 PaccMOTpeTh Kak XpaHATCs cepTU(UKAThL. BBIMOIHUTG B KOHCOIM MMC.

3. Monmyuute ceptudukar X.509 u 106aBbTE €ro B MOYTOBBIN KIUEHT
B or4er 1O BBINOJHEHWIO TPAKTHYECKOW pPAaOOTHI BKIIOYMTH pE3yJIbTaThl aHAM3a XOJa
BBINOJIHEHUS paOOThl CKPUHILIOTHI PE3yJIbTATOB BBIITOJHEHHUSI OCHOBHBIX KOMAaH/I.

[Mpaktuyeckas pabora Nel0 Co3manue nentpa cepruduxanuu B Windows Server

Lens: IIpuoOperenune MpakTUYECKUX HABBIKOB Pa3BEPThIBAHUSA U HACTPOMKH LIEHTpa

cepTrdUKaAIMKA BCTPOCHHBIMU cpeacTBamu Windows Server

3ananue: Co3aaTh HEHTP cepTUDUKALIIU

Xox palboTshl:

1. Jlo6aButh cepBepy poib Active Directory Certificate Service

2. OnpenenuTs TUI LEHTPA CEPTHPHUKAINN

3. Hacrpouts pons Active Directory Certificate Services

4. Omnwucarp Kakue adIOHbl CEPTU(GUKATOB ONPEEIIEHBI, Ul KAKUX LEIeH CIyKUT
KaX/IbIil TUN cepTU(UKATOB.

5. 3ampocuth cepTudUKaT OJHOTO U3 TOJIH30BATENCH U U3YUUTD €TO0.

6. BBINOIHUTE 3KCTIOPT cepTH(UKATA.

B or4er 1O BBINOJHEHWIO TPAKTHYECKOW pPaOOTHI BKIIOYHTH pE3yJIbTaThl aHAM3a XoJa
BBINOJIHEHUS paOOThl CKPUHIIIOTHI PE3yJIbTATOB BHIIOJHEHNS OCHOBHBIX KOMAaH/I.

[Tpaktueckas padorta Nell. HludpoBanue qaHHBIX IPH XPaHEHUU.

Llenps pabotsl: [IproOpereHne MpakTUUECKUX HABBIKOB 3aIlUTHI JaHHBIX ITPU XPAHEHUH C

noMoIibio muppoBanus BCTpoeHHbIMU cpeactBamu OC Windows.

3ananue: U3yunTh cepTudUKaThl, IPOBEPUTH BOZMOKHOCTH Jendpanun

3amu(poBaHHBIX (aNIIOB.

XoJ paboTh:

1. 3anpocurs cepTudukar, 3amndpoBaTh Marnky.

2. 3aiiTu B cUCTeMy MOJ y4E€THOMN 3alHChi0 aJMUHUCTPATOPA U paciin(poBaTh Marky.

3. OTpenakTHpoBaTh MOJUTHUKY TAKUM 00pa30M, YTOOBI yOpaTh U3 CUCTEMBI areHTa
BOCCTaHOBJIEHUA. Y O€UTHCS UTO TENeph TOJIBKO MOJIb30BaTeNb 3alIn(POBABIINM
daiin MoxeT ero pacuingppoBars.

4. 3ammdposaTh (aiii, mpegoCTaBUTh APYTroMY MOJIb30BATEN0 BO3MOXKHOCTD
pacmdpoBaTh JaHHBIC (TTOJIB30BATENH HE SIBIISIETCS] areHTOM BOCCTAHOBJICHUS).

B or4er mo BBINOJIHEHUIO NPAKTUYECKOM pPabOThl BKJIIOUUTH pe3ydbTaThl aHAIM3a XoJa
BBITTOJTHEHUS paOOTHI CKPUHIIOTHI PE3yJIbTATOB BHITOJHEHHUSI OCHOBHBIX KOMAH]I.

[MpakTrueckas padora Nel2 Hacrpoiika mporokona IPSec B Windows Server.

[{enb paboTel: B npaktudeckoii paboTe paccMaTpuBaeTcsi HOPSA0K HACTPOHKH
3alIUIEHHOT0 C MOMOIIBIO TpoToKouIa IPSec coeqHeHnss Mexay KIMEHTOM U CEPBEPOM.

3ananne: HaCTPOUTH MPOTOKON IPSEC st mmdpoBaHus TaHHBIX, IEpeIaBaAEMbIX MEKITY
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cepBepoM U pabouelt CTaHIHEH.

Xon paboThI:

1 Co3nath monutuky IPSec.

2 [IpuMEHUTDH MONUTHUKY.

3 IIpoBepuTh COeIMHEHNE MEXKIY KOMIIbIOTEPAMHU.

B oTuer nO BBINONIHEHHIO MPAKTUYECKOH pPAOOTHI BKJIKOYMTH pPE3yJbTaThl aHaJIM3a XoJa
BBINOJIHEHUS paOOThl CKPUHILIOTHI Pe3yJIbTATOB BBHIIIOJHEHHUS OCHOBHBIX KOMAH/I.

[Tpaktuyeckas padora Nel3 Mcnonb3oBanue Microsoft Security Assessment Tool

Llenb pabotsl: [IppoOperenne npakTHUECKUX HABBIKOB OLIEHKH PUCKOB OpraHU3aLUY,
CBSI3aHHBIX ¢ HH()OPMALIMOHHOM O€30MacHOCThIO, ¢ Hcnoib3oBanueM [10 Microsoft Security
Assessment Tool (MSAT).

3ananue: O3HaKOMUTBCS C MPOTPAMMOM JIJIsl OLICHKH PUCKOB, CBSI3aHHBIX C 0€30MaCHOCTHIO
— Microsoft Security Assessment Tool

Xox paboTsl:

1 ITogpoOHo onucaTh Manoe npeanpusTue: chepy AeaTeNbHOCTH, COCTaB U CTPYKTYPY
MH()OPMAIIMOHHON CUCTEMBI, 0COOCHHOCTH OpTaHHU3aIH MMPOIIecca 3auUThl HHPOPMAIIUH,
IIPUMEHSEMbIE METO/Ibl U CPEJICTBA.

2. C nomomsto porpaMmel MSAT mpoBecTH OLIEHKY PUCKOB JUTSI TPEIIPUSTHSL.

B or4er mo BBINOJIHEHUIO NPAKTUYECKOM pPabOThl BKIKOYUTH pe3yJbTaThl aHAIM3a XoJa
BBINIOJTHEHUS pa0OThl CKPUHIIOTHI PE3YJIbTaTOB BBINOJIHEHNS OCHOBHBIX KOMaH/.

[Tpaktuyeckas padora Nel4 MarpuuHblii MOAXO/ K aHAIM3Y PUCKOB MH(OPMAIIMOHHOMN
0€30MacHOCTH.

Llenb paGoThI: M3y4nTh OCHOBHBIE OHATUSI CMUbB

3ananue: BbIsIBUTH aKTUBBI, YSI3BUMOCTH, YTPO3bl U CPECTBA YIIPABICHUS B COOTBETCTBUU
C BapuaHTOM 3aJaHusl. Pa3paboTaTh COOTBETCTBYIOLIME MAaTPULIbl M PACCUUTATh
COOTBETCTBYIOIIHE UM (POPMYIIBI.

Xon paboThI:

1. Ompenenenuie LEHHOCTENW aKTHBOB.

2. PaspaboTka MaTpuiy

3 OdopMuTh BBIBOJIBI 11O IPAKTUUECKOIN paboTe M OTBETHI HA KOHTPOJIbHBIE BOIIPOCHI.

B or4er mo BBINOJIHEHUIO NPAKTUYECKOM pPabOThl BKIIOYUTH pe3yJdbTaThl aHAIW3a XoJa
BBITIOJTHEHUS pa0OThl CKPUHIIOTHI PE3yJIbTaTOB BHIOJIHEHNS OCHOBHBIX KOMaH/.

[Tpaktuyeckas pabora Nel5. Pa3pabotka [loautuku nHGpopMamoHHo# 6e301macHOCTH
OpraHM3alMH.

Ilenb paGoOThI: U3yUUTh OCHOBHBIE ACTIEKThI, BKJIOYAaEeMbI€ B MOJIUTUKY UH()OPMAIIMOHHON
0€30I1aCHOCTH.

3ananue: PazpabotaTh MONMUTUKY HH(POPMAIMOHHON 0€30MacHOCTH OpraHU3alHH.

Xox paboTshl:

1. M3yuuTh NONUTHKY HHPOPMALMOHHOM Ge30macHOCTH «I a3mpoMOaHK»

2. Pazpabotare nonutuky nH(GOPMAITMOHHON 0€301TaCHOCTH OpraHU3aIuy B

COOTBETCTBUU C BAPUAHTOM.
B oTuer mo BBINONHEHHIO MPAKTUYECKOH pPAOOTHI BKJIKOYMTH pPE3yJbTaThl aHaJIW3a XoJa
BBINOJIHEHUS pabOThl CKPUHIIIOTHI PE3yJIbTATOB BBIITOJHEHUSI OCHOBHBIX KOMAaH/I.

[TpaxTrueckas padota Nel6 Ananus puckoB Ha ocHoBe 1O «Puck/letexTop».

[lenb paGoOThI: 0O3HAKOMIJIEHHE U paboTa C aBTOMAaTU3UPOBAHHON CUCTEMOM yIpaBIeHUs
puckamu Puck Jlerekrop.

3ananue: Paccunrtats pucku npu nomoiu I10 «Puck/lerekrop»

Xox paboTshl:

1 BbImOHUTE POOHBIN BapHaHT.

2 BHecTn naHHbIE B IPOrPaMMHBIA KOMILIEKC.

3 CoxpaHHUTh OTYET O MPOJIENIaHHON paboTe
B oTuer mo BBINONHEHHIO MPAKTUYECKOW pPAOOTHI BKJIIOYMTH pPE3yJbTaThl aHAJIM3a XoJa
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BBITTOJTHCHU A pa60T51 CKpHUHIIOTHBI PE3YJIbTAaTOB BBIIIOJTHCHHA OCHOBHBIX KOMAaH.

Kpurepun oneHuBaHus:

[IpakTuyeckas pabora mpuHUMAaeTcs B popmare 3a4TeHO/ HE 3a4TEHO.

3auTeHo, eCM 3aJJaHNE BHIITOJIHECHO MTOJTHOCTHIO, B ITPECTAaBICHHOM OTYETE 0OOCHOBAHHO
MOJY4€HO TPaBIILHOE BHIIOJHEHHOE 3aIaHHE.

He 3auTteHo, eciu 3a1aHKS BBIIIOJHEHB! YACTUYHO WJIM HE BBIIIOJIHEHO.

6.2. [Ipome:kyTOUHAS aTTeCTALMS

dopma NPOMEKYTOUHOM aTTECTALUU 110 AUCIIUIUIMHE —3a4€T, IK3aMeH.
®dopma NMpoBEACHUS 3a4€Ta YCHHO NO 80NPOCAM

IlepeyeHb BONPOCOB /I/Isl MOATOTOBKH K 3a4eTy:

[1K-5, [TK-6

3auer OILICHUBACTCH I10 ,Z[Byx6aJ'IJ'II>HOI71 LIKAJIE: «3aUYTEHOY/ «HE3AUTEHOY.
1) Yto Takoe uHpopmaums.

2) FlocypapcTBeHHasnA TalHa

3) Kommepueckas TaltHa

4) NepcoHanbHble faHHbIe

5) NoHATUe ABTOMATU3MPOBaHHas cucTema

6) UHPopmaumoHHas 6e30NacHOCTb U ee COCTaBAAIOLME
7) 3awmTa MHbopmaLmm

8) meTopbl ob6ecnevyeHns MHGopmaLMOHHOM 6e3onacHocTH
9) knaccudmKauma yrpos nHbopmaumoHHol 6esonacHoCcTM
10) cTpyKTYypa cMCTeMbI 3aLLNUTLI OT YrPO3 HApyLWeHUs KoHPUAEHLMAaNbHOCTM MHPOpMaL MK
11) opraHu3saumoHHble mepbl obecneyeHnsa nb

12) ngeHtTUdUKaLMa 1 ayTeHTUbUKaumA

13) meToAbl XpaHeHUA naponen

14) oMcKpeuMoHHaA MoAe b PasrpaHNUYeHns focTyna

15) maHaaTHaa mogenb pasrpaHUyYeHma 4ocTyna

16) cMMMeTpPUYHbIE KPUNTOCUCTEMDI

17) accMmeTpUYHbIE KPUNTOCUCTEMDI

18) mexceTeBOe 3KpaHMpPOBaHKe

9) mogens 1ISO/0SI

20) Knaccbl MeXKceTeBbIX 3KPaHOB

21) cuctembl OBHAPYKEHNA BTOPKEHUN

22) NpOTOKOAMPOBAHMNE N ayanT

23) TpeboBaHUA K PErMCTPALMOHHBIM KypHaNam

24) npuHUMNbl 0becneyeHms LEeNoCTHOCTH

undposas noanmcb

XaW-PyHKUMA

MeToAbl pe3epBHOro KONMpPoBaHUA MHbOPMaLLMK

[Eny

—_— . — — — — — — — — ~— —

Onenka «3a4€T» CTaBUTCS, €CIIN:

1. moxHO pacKphITO COoAepKaHUE MaTepuaia Ousera;

2. Marepual U3JI0KEeH IPaMOTHO, B ONPEACTIEHHOM JOTHIECKON TTOCTIET0BATEIbHOCTH,
TOYHO UCIOJIb3YETCS TEPMUHOJIOTHS;

3. TOKa3aHO YMEHHUE WLTIOCTPUPOBATh TEOPETUUECKHE MOJIOKEHHUSI KOHKPETHBIMU
puMepamMu, IPUMEHSITh UX B HOBOUM CUTYaIlUU;

4. TpOIEMOHCTPUPOBAHO YCBOCHHE PAHEE M3YUYCHHBIX COMYTCTBYIOIINX BOMPOCOB,
c(hOpMHUPOBAHHOCTh U YCTOWYHNBOCTh KOMITETCHIINM, YMEHUW U HaBBIKOB;

5. OTBeT Mpo3Bydasa caMOCTOATEIHHO, 6€3 HABOISIINX BOIPOCOB;

6. JOMyIIeHBI OJJHA — JIBE HETOYHOCTH ITPU OCBEIICHUH BTOPOCTEIICHHBIX BOITPOCOB,
KOTOPBIE UCIIPABIISIIOTCS IO 3aMEYAHUIO.
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7. B M3JI0’)KEHUU JOMYIIEHBI HEOOIBIIHE MPOOEIIbI, HE HCKA3HUBIIHNE COJIEPIKAHNE OTBETA;

Onenka «He3auér» cTaBUTCS, €CIIM:
1. He pacKpbhITO OCHOBHOE COJIepKaHUE YIeOHOTO MaTepualia;
2. 06Hapy>I<eHo HE3HAHUE WX HEIIOHUMAaHue OOJIbIIEH WM HanOoJjiee BaXKHOU YacTu
y4eOHOT0 MaTepuana;
3. JOIMYIICHBI OLIMOKH B OIpECaACIICHUU HOHHTHﬁ, IIpH UCII0JIb30BAHUHU TCPMHUHOJIOTHUH,
KOTOpBIEC HE UCHPABIICHEI II0CIE€ HECKOJIBbKUX HABOAAIIUX BOIIPOCOB.
4. He chopMUpOBaHBI KOMIIETCHITUN, YMEHUS U HABBIKU.
Hepeqenb BOIIPOCOB IUIA IIOATOTOBKHA K 9K3aMEHY:
ITK-5, TIK-6
1) Yto Takoe uHbopmaums.
2) TocyaapcTBEHHasA TalHa
3) Kommepueckas TaltHa
4) MepcoHanbHble AaHHblE
5) NoHATUEe ABTOMATU3MPOBaHHas cucTema
)
)
)
)

(&)

NHpopmaLMoHHaA 6e30nacHOCTb U ee cocTaBAAoLWwme
7) 3awmTa nHbopmaumm
8) meToabl 0b6ecneyeHns MHGopmaLMOHHOW 6e3onacHoCTH
9) knaccudmKauma yrpos MHbopmaumoHHoM 6esonacHoCTM
10) cTpyKTYypa cMcTeMbI 3aLLNUTLI OT YrPO3 HAapyLWeHUs KoHPUAEHLMaNbHOCTM MHPOpMaL MK
11) opraHu3aumoHHble mepbl obecneyeHnsa nb
12) ngeHTUdUKaLMA 1 ayTeHTUDUKaumA
13) meToAbl XpaHeHUA naponen
14) pucKpeLMoHHaa Moaenb pasrpaHUyYeHuns gocTyna
15) maHaaTHaa mogenb pasrpaHnUyYeHma 4ocTyna
16) cumMeTpUYHbIE KPUMTOCUCTEMBI
17) accumeTpUUHbIE KPUNTOCUCTEMDbI
18) mexkceTeBOE 3KPAaHUPOBAHUE
9) mogaensb 1SO/OSI
20) KNnaccbl MEKCETEBbIX IKPAHOB
)
)
)
)
)
)
)

[Eny

21) cuctembl 0BHaPYKEHNA BTOPIKEHWUN

22) NpOoTOKOAMPOBAHMNE N ayanT

23) TpeboBaHUA K PErnMcTPaALMOHHBIM KypHaNam

24) npuHUMNbl 0becneyeHms LEeNoCTHOCTH

5) umdposas nognucs

26) xaw-dyHKUMA

27) meToAbl pe3epBHOro KONUMPOBaHUA UHPOpMaL MK

N

OK3aMeH OLIEHMBAeTCS MO YeThIpeXOaUIbHOM IIKale: «OTJIMYHO» / «Xopouoy» /
«y/I0BJIETBOPUTENHHO» / «HEYIOBIETBOPUTEIHHOY.
O1eHKa «OTJIIMYHOY» CTABUTCS CTY/ICHTY, OTBET KOTOPOTO COJCPIKHUT:

. riyooKoe 3HaHHE MPOrpaMMHOTO MaTepuaia, a TakKe OCHOBHOIO COJEpKaHUus
Y HOBAIIMH JIEKIIMOHHOTO Kypca HO CPaBHEHUIO C Y4eOHOM TUTEpaTypoil;
. 3HaHUE KOHUENTYaIbHO-MTOHATUHHOTO anmapara BCEro Kypca;
a TaK)Ke CBUJIETENIbCTBYET O CHOCOOHOCTH:
. CaMOCTOATENIbHO KPUTUYECKU OLIEHUBATh OCHOBHBIE TIOJIOKEHUS Kypca;
. YBSI3bIBAaTh TEOPHIO C MPAKTUKOM.

OHGHKa «OTJIIMYHO» HE CTABUTCHA B ClIydasdX CUCTEMATUYICCKUX MPOIMYCKOB CTYJCHTOM
CCMHUHAPCKUX U JICKIHUOHHBIX 3aHIATHH 110 HCYBAKHUTCJIIbHBIM IIPUYNHAM, a TAKKC HCIIPABUJIbHBIX
OTBE€TOB Ha JOIMOJHUTCIIBHBIC BOIIPOCHI ITPEIOoaaBaTEIIA.

OI_ICHKa «X0poII0» CTaBUTCA CTYACHTY, OTBET KOTOPOI'O CBUACTEIILCTBYET O ITOJTHOM 3HaHHUHU
Marcpurajia 1o nporpaMme, a TakKxKe COACPIKUT B LCJIOM IIPaBUIJIIBHOC, HO HE BCETAa TOYHOC
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Y apTyMEHTHPOBAHHOE U3JI0KEHHE MaTepHara.

O11eHKa «y/I0BJIETBOPUTEIbHO)» CTABUTCS CTYICHTY, OTBET KOTOPOT'O COJNCPIKHT:
® I[OBEPXHOCTHBIC 3HAHHUS BAKHEUIIMX pa3leioB MPOrPaMMbl W COJCPIKAHHS
JICKIIMOHHOTO KypCa;
® 3aTpyAHCHUA C HCIIOJIBb30BAHUCM Hay‘IHO'HOHSITI/IfIHOFO amnmapara u TCPpMHUHOJIOTUN
Kypca;
® CTpEeMJICHHE JIOTHYECKH YETKO TIOCTPOUTh OTBET, a TaKKe CBHICTEIbCTBYET
0 BO3MOKHOCTH MOCJICAYIOIIEr0 00yUYCHHSI.
O1ncHKa «HEYJT0BJIETBOPUTEIBLHO» CTABUTCS CTYJICHTY, HMECIOIIEMY CYIICCTBCHHBIC
npoOesibl B 3HAHMM OCHOBHOTO —Marepuajia [0 IMporpamMMe, a TakkKe JIOMyCTHUBIIEMY
IMPUHIUITNAJIbHBIC OH_II/I6KI/I IIpU U3JIO)KCHUU MaTCpurajia.

7. MeToau4eckue yKa3aHusi JAJs 00y4ar0UUXcs M0 OCBOEHUI0 TUCHUILINHBI

7.1. MeTtoauueckue yka3aHus K 3aHATUAM JIEKIIHOHHOTO TUTIA

Hanucanue KkoHCHekTa JEKUUH: KPAaTKO, CXEeMAaTUYHO, MOCJIEN0BATeNbHO (DPUKCUPOBATH
OCHOBHBIC TIOJIOXKECHHS, BBIBOABI, (HOPMYIHPOBKH, OOOOIIEHUS; IOMEYATh BAKHBIC MBICIIH,
BBIJICTISITH KJIFOUEBHIE CIIOBA, TePMHUHBL. [IpoBepka TepMUHOB, TOHSTUI C TOMOIIIBIO SHIIUKIIONEIHH,
CJIOBapei, CIPAaBOYHHKOB C BBIMMCHIBAHUEM TOJKOBaHUM B TeTpajab. O003HAYUTH BOIPOCHI,
TEPMHHBI, MaTepual, KOTOPBIM BBI3BIBAET TPYAHOCTH, IOMETHTh U IMOMBITATHCS HAWTU OTBET B
pexomeHayemoi nurteparype. Ecinum caMmocToATenbHO HE yAaeTcss pa3oOpaThCs B MarepHale,
HEo0X0auMO c(OpMyITUpOBaTh BONPOC M 3aJaTh MPENOAABATENI0 HA KOHCYJIbTAllMH,  Ha
MIPAKTUIECKOM 3aHSATHUU.

7.2. MeTonu4eckue yKa3aHus K 3aHATUAM CEMHUHAPCKOTO TUIIA

IIpakTHyeckue 3aHATHS

[Tpu moAroToBKe K NpakTUYECKUM paboTaM HEOOXOIUMO 3apaHee U3yYUTh METOJUYECKHE
PEKOMEHIaLlMU 110 €ro npoBeaeHN0. OOpaTUTh BHUMAaHUE Ha LIE€JIb 3aHSTHS, HA OCHOBHBIE BOIIPOCHI
JUI TIOATOTOBKHM K 3aHATHIO, HA COIEPIKAHNE TEMBI 3aHATHUS.

[TpakTHueckoe 3aHSATHE NPOXOAUT B BUJAE BBINOJHEHUS ONPEIEICHHOTO 3aJaHusl Ha
KOMIIBIOTEPE C MCIOJIb30BAHUEM CIELUAIBHOTO MpOrpaMMHOro obdecreyeHusi. CTylIEeHT J0JKEeH
C/laBaTh NPAKTHYECKYI0 pabOTy B BUJE HArJIAJHOM IEMOHCTPALIMM JOCTUTHYTHIX DPE3YJbTaTOB
IIpENoaaBaTellto.

Kpome Toro, Ha Takux 3aHATHSAX CTYJIEHTHI IPEACTABIAIOT JOKJIA/bl, IOJrOTOBIEHHBIE BO
BpeMs CaMOCTOSITeNIbHON paboThl. TeMa okiaa BBIOMpaeTcs CTyIEHTOM CaMOCTOSATENIBHO, HCXOIS
u3 ero uHTepecoB. Jlokian npeacrasnsercs B Bue npe3entanuu (PowerPoint wiu PDF).

7.3. MeTtoauyeckue yka3aHus 10 OPraHU3allii CaMOCTOSITEIFHOM paboThI

Martepuain, 3aKOHCIIEKTUPOBAHHBIN Ha JIEKIHIX, HEOOXOAUMO PEryJIsIpHO MpopadaThIBaTh U
AOMNOJHATE CBCACHUAMU H3 APYIUX HMCTOYHHUKOB JIMTEPATYPhI, MPEACTABICHHLBIX HE TOJIBKO B
nporpaMmme AUCIHUIUIMHBL, HO U B IEPUOJUUECKUX U3JaHUSAX.

HpI/I N3YUYCHUH JUCHUIIIMHBI CHa4dajia H€O6XOI[I/IMO 110 K&)KI[OfI TEMC IIPOYHTATH
PEKOMEHI0BaHHYIO JINTEPATYpPy U COCTABUTh KPATKU KOHCIEKT OCHOBHBIX MOJI0KEHUM, TEPMUHOB,
CBC}IGHI/II\/’I, Tpe6y}onmx 3allIOMHUHAHUA W SBJIIOININUXCS OCHOBOIIOJIAralrOIIMMH B ITOH TeMe JJIA
OCBOCHHMS MOCJIEAYIOMUX TeM Kypca. /[ pacmupenus: 3HaHUS M0 JUCHUIUIMHE PEKOMEHIYETCS
HUCIIOJB30BATh I/IHTepHeT-pecypcm; IMPOBOAWTE MOHMCKH B PA3JIMYHBIX CUCTEMAX H HCIIOJb30BaTh
Marepuaibl CAiTOB, PEKOMEHAOBAHHBIX ITPETOIaBATEIIEM.

[Ipu orBere Ha 3aueTe HEOOXOAMMO: MPOAYMaThb M YETKO H3JIOKUTh MaTepual; IaTh
onpeJIeJIeHUE OCHOBHBIX MOHATUI; AaTh KPAaTKOE ONMUCAHUE SIBICHUI; TPUBECTH npumepbl. OTBET
cleyeT WUTIOCTPUPOBATH CXeMaMu, pUCYHKaMH U TpaduKaMHu.
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8. VYueOHo-meronmueckoe u uHPoOpMAUMOHHOe o0ecnmedyeHHe JTUCHMILUIHUHBI
olecreyeHne M CHUIIIMHBI

8.1. IlepeueHb OCHOBHOM M JIOTIOJHUTEILHON YUEOHOM JTUTEPATYPHI
OcHoBHasl IuTeparypa

1) BuaykoB A.A. 3amura uapopmanuu: yued. [Tocodue aas 6akagaBpuaTa i MaruCTPaTyphl —
M.: UznarensctBo IOpaiit, 2019, 240 c. [DnektpoHHbIl pecypc] - Pexum nocrymna:
https://biblio-online.ru/viewer/zaschita-informacii-444046

2) BacuibeBa 1.H. Kpunrorpapuueckre MeToibl 3amuThl nHPopManuu: yued. [locodue mst
akajeMuueckoro OakamaBpuara — M.: 3marensctBo FOpaiit, 2019. -349¢. DnekTpoHHBIM
pecypc. Pexxum mocryma: https://biblio-online.ru/book/kriptograficheskie-metody-zaschity-
informacii-433610

JlonojHHuTENbHA IUTEPATYPA

3) Taueubaym 3., Octua T ApxuTtekTypa Komnbiotepa 6 uzganue — CII6.: I[Turep, 2013. —816
c.

4) Jloce A.B., Hectepenko A.IO., PoxkoB M. U.. Kpunrorpadhudyeckre MeTOIbI 3aIIUTHI
uHpoOpMalUu Uil  U3y4YaOLUX KOMIBIOTEPHYI  0€30IaCHOCTb.. YUYEOHMK  JUIs
akagemuueckoro OakanaBpuara — M.: UznatenbctBo FOpaidt, 2019 — 473 c. [DnekTpoHHbIN
pecypc]— Pexum mocryma:  https://biblio-online.ru/book/kriptograficheskie-metody-
zaschity-informacii-dlya-izuchayuschih-kompyuternuyu-bezopasnost-447581

8.3. Ilepeuenp mporpaMMHOTO 00€CIICUCHUS
— Omepanuonnas cucrema: Windows 7.
— Oducnsrii maket: Microsoft Office.
— Windows server
— Ubuntu
— Microsoft Baseline Security analyzer
— Nmap
— Active Directory Domain Services
— Active Directory Certificate Services
— Microsoft Security Assessment Tool
— Puck/lerextop
— Virtual Box

8.4. IlepeueHb MH(POPMAITMOHHBIX CITPABOYHBIX CUCTEM
— DnextponHas 6u6muorexa I5C «BUBJIMOOHIIAMH» [dnextponnsiii pecypc]. Pexum
Jocrtyna: https:/ biblio-online.ru_/

8.5. Ilepeuens nmpodeccuoHaNbHBIX 0a3 JAaHHBIX
— DnexTpoHHO-0MOIMOTEYHas cucteMa elibrary
— basa manaeix Web of Science
— baza gannbix Scopus

9. MaTepuajibHO-TEXHUYECKOe o0ecnevyeHne TUCUUIIMHBI

MarepuanbHO-TEXHHUECKOE O0ecleueHrue MpOorpaMMbl COOTBETCTBYET JCHCTBYIOIIUM
CAaHUTAPHO-TCXHUYCCKHUM U IIPOTHUBOIIOKAPHBIM IIpaBUJIaM 1 HOpMaM U oOecrmeunBaeT IIPOBCACHUC
BCEX BHUJIOB ayTUTOPHBIX 3aHSATUH U CAMOCTOSTEIHHON PaOOTHI CTYACHTOB.

YueOnas AYJIUTOPHUH JIA IIPOBEICHUSA 3aHATHH JIEKIHIUOHHOT'0 THIIA — YKOMIIJICKTOBaHa
CHeIHaTU3UPOBAaHHOH (yueOHOIT) Mebenbo, HAOOPOM JEMOHCTPAIMOHHOTO 000PYIOBAHHUS.

YueoHnas n1adopaTropusi HHGOPMAIUOHHOI 0€30MACHOCTH.

VY4yeOHass ayauTopusi Al TPYNIOBBIX U WHIUBUAYATbHBIX KOHCYJBTAIHMM, TEKYIIEro
KOHTPOJISI ¥ IPOMEXKYTOUYHOM aTTecTaluu - YKOMIUIEKTOBaHA CHElHaTu3UpOBaHHON (yueOHOM)
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MeOenblo.

[ToMemienue A CaMOCTOATENBHOM pabOTHl — YKOMIUIEKTOBAHO CHEIMATM3UPOBAHHOM
(yueOHoi1) Mebenbio, OCHAIEHO KOMIIBIOTEPHON TEXHUKOM ¢ BO3MOKHOCTBIO MOAKIIOYEHUS K CETH
«MuTtepHer u BeixooMm B DUOC.

[Tomemenue uiga  XpaHeHHs] W NPOQPHUIAKTUYECKOTO  OOCTYKUBaHUS  y4eOHOTrO
000pyI0BaHUSI.

YyeOHass ayauropusi AJsi TeKYHIero KOHTPOJISI M NMPOMEXKYTOYHOH aTTecTauuu -
YKOMIUIEKTOBaHA CIIEIUAIM3UPOBaHHON (y4yeOHOI) MeOenbio, TEXHHYECKHMMH CpelCTBaMHU
o0y4eHus, CITy>KalUMH JIJIs TIPeCTaBIeHUs yueOHOU nHpOpMaIuu.

ITomemenne 111 cCaMOCTOSITEIbHON PadoOThl — YKOMIUIEKTOBAHO CHELMAIN3UPOBAHHOMN
(yueOHoi1) Mebenbio, OCHAIIEHO KOMIIBIOTEPHOIN TEXHUKOM ¢ BO3MOYKHOCTBIO MOJKIIIOUEHUS K CETU
"UuTepHer" 1 00ecmeueHo JOCTYIIOM B 3JIEKTPOHHYIO HHPOPMAIIMOHHO-00pa30BaTEIbHYIO CPEIy
OpraHu3alyu.

10. OcoGeHHOCTH OCBOEHUSI AUCHHUIIMHBI J1JI HHBAJIH/I0B M JIUI ¢ OTPAHHYEeHHBIMHU
BO3MOYKHOCTSIMHU 3/10POBbSI

OOyuenne oOydarolmuxcs C OTrPaHUYEHHBIMH BO3MOXKHOCTSIMH  3JI0POBBSL NP
HEOOXOJUMOCTH OCYIICCTBIISICTCS HAa OCHOBE aJalTHPOBAHHOW paboyeil mporpamMmbel C
WCIIOJIb30BAHUEM CIICIIMATBHBIX METOJIOB O0YUCHHSI U TUIaKTUICCKUX MAaTEPUAIIOB, COCTABICHHBIX
C Y4Y4eTOM OCOOEHHOCTEW ICUXO(PHU3NIECKOrO Pa3BHUTHS, WHIWNBUAYAIBHBIX BO3MOXXHOCTEH U
COCTOSIHUS 37I0POBbsI TaKUX oOydaromuxcs (o0ydaromierocs).

[Ipu ompenenenuu (GopMBI TPOBEIEHUS 3aHATHH C  OOYYArOIIMMCS-WHBATHIOM
YUUTBIBAIOTCS PEKOMEHJAIMH, COJCpKALIMECSs B WHAMBHIYaJIbHON Mporpamme peaduIHTaIUu
WHBAJINJIa, OTHOCUTEILHO PEKOMEHIOBAHHBIX YCIOBHI U BUIOB TPY/IaA.

[Tpu HeoOXoaMMOCTH it OOYYAIOMIMXCSI M3 YMCIIa MHBAJIHMIIOB Y JIUI] C OrpPaHHYCHHBIMU
BO3MOXXHOCTSIMH 3JIOPOBBSI CO3JAIOTCSl CIEIUAIBHBIC pa0Ooyue MeCTa C YYETOM HapyIICHHBIX
(GYHKIMH ¥ OTpaHUYCHUN JKU3HEACITEIIBHOCTH.
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